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Abstract

There are situations in which it is very interest-
ing to connecta machine to a dierent Local Area
Network from the oneits network card is actually
connectedto. Some network applications require
our local host to be virtually connectedto a remote
Local Area Network. This article describesa pro-
posal to dewelop a software system that emulates
the operation of a switch, allowing to create Virtual

Local Area Networks over the Internet, that com-
pletes the current similar solutions. We have cre-
ated a prototype developed with Erlang/OTP using
a client/serv er architecture and we are working on
the integration with the Operating Systemsusing
virtual network interfaces. Erlangis very suitable
to facethe main issuesof this system: performance,
communications and fault tolerance. We have ac-
complishedperformanceand functional teststo as-
sesghe suitabilit y of the designedsystemusing the
prototype. The paper will explain the current re-
sults of the researt and describe future work.

1 Intro duction

SERVAL is a researt and dewvelopmert project
whose aim is to assesghe feasibility of a system
for creating Virtual Local Area Networks (VLANS)
using a software server. The main goal of this soft-
ware is to provide a way to setup VLANs between
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computers, no matter their location or the con-
nection they useto accessthe network. For this
purpose,we have designeda systemthat emulates
the operation of a hardware switch. The Operat-
ing System in the client does not have a regular
network interface, but a special program that, act-
ing as a virtual interface, communicates with the
SER\AL sener. The clients can connectto VLANS
de ned inside the sener, which works as a software
switch forwarding the messagedetweenthe clients
in the sameVirtual Local Area Network (VLAN ).

Nowadays the solutions available to link two Lo-
cal Area Networks (LANs) do not provide somefea-
tures that would be desirablein some cases. The
main technologiesfor connectingremote LANs cur-
rently are: Virtual Private Networks (VPNs) and
VLANSs . The applications we havein mind asinter-
esting examplesto be implemerted on top of this
technologies range from mobility solutions to le
sharing.

The main issuesof this project that we have to
faceare:

Client/serv er architecture: we haveto support
this kind of architecture becausethe connec-
tion from local range IP addresseds a require-
ment, and therefore P2P solutions would not
satisfy our needs.

Performance: the emulation would have no
senseif we do not have suitable latency and
throughput. The system should be able to
overcome stresssituations. Scalability is also
an important feature.



Operating System integration: the interfaces
to our switch in the client side must be vir-
tual network interfaces. User space applica-
tions would use these interfaces as the regu-
lar ones. Our target Operating Systemsare
GNU/Linux and Microsoft Windows.

Communications security: this kind of systems
should assuretheir communications, because
the trac goesthrough an unsafemedium.

We have designeda system following these re-
quirements: a client/serv er architecture aimed to
solve the main risks we have detected. We have
decidedto use Erlang/OTP [1] as the developmert
ervironment becauseits features t very well with
the project goals.

In this researt we want to faceand measurethe
main risks we can seeto develop a system like the
onewe describe. The paper will explain the current
results of the researd and describe future work.

In Section2, the current alternativ e solutions for
connecting remote LANs are described, and their
advantagesand disadvantagesdiscussed;the moti-
vations for the project are also preserted. In Sec-
tion 3, the main goals and system requiremerts
for the researth and developmert project are ex-
plained. After that, Section 4 introducesthe sys-
tem architecture, leaving for Section 5 the details
related with the use of Erlang inside the system.
Current status of the project, including someper-
formance tests, is preserted in Section 6, before
concluding in Section7.

2 State of the art and motiv a-
tion

Nowadays technology brings us some options to
connect remote LANs, but these applications do
not provide us featuresthat are very interesting in
someervironments.

We could use Virtual Private Networks (VPNs)
to create a virtual connection between remote
LANs communicating over possibleuntrusted net-
works. With this technology we can communicate
remote networks emulating neighbor networks with
arouter in the middle. But using this kind of tech-
nology we can not transmit non-routed trac be-
tweenthe network (therefore, local area protocols

cannot be used). Besides,we needto congure a
router to send out the packages. An example of
this kind of software is FreeS/Wan [2], which imple-
ments IPSec[3], an standard protocol for encrypt-
ing IP trac betweentwo networks connected by
two IPSecgateways.

Another option would be the use of Virtual Lo-
cal Area Networks (VLANs ) connecting Local Area
Networks that are physically separated, enabling
non-routed tra c betweennetworks (and therefore
local area protocols). Virtual Local Area Networks
are normally implemented using the 802.1Q[4] pro-
tocol, which sendslayertwo tra c with Virtual Lo-
cal Area Network information to de ne Local Area
Networks using ports of di erent switches. The fact
of being able to communicate any kind of trac
between the networks, would simplify some reg-
ular tasks when we share resourcesand will also
enable the use of applications that communicate
with ead other using protocolslike Rendezwus or
SMB. The main limitation of this kind of solutions
is that, nowadays, we can only deploy a systemlike
that if we have control over all the physical switches
placed betweenthe host and the network we want
to connectit to; besides,all the intermediate ma-
chines should have that feature implemented. We
cannot forget that a telecomnunications compary,
even cortrolling all the hardware of the network,
can not touch the con guration of their machines
dynamically in a safe way, becauseany mistake
would spoil all the trac of the network. We also
have to remark that changing the con guration of
the machine is not simple, and a trained technical
assistancewould be needed.

The systemwe proposein this paper can emulate
this VLANs behavior using a scalable,distributed,
TCP/IP serer that acts as a software switch. The
clients would run programs that simulate logical
network cards connectedto the software switch.

We have taken somefeatures of both VPN and
VLAN systemsto de ne the main goals of the
project. The security of VPNs is a very im-
portant feature, becausecommunications are per-
formed through an unsafemedium. Authentication
and authorization are aimportant issuesthat needs
to be solved properly. Hardware switches are de-
signedto handle a great o w of padkages,therefore
the systemhasto be ready to manageheavy stress
conditions. The performanceis another main issue
we have to face and speci cally the system scala-



bility. We should considera group of thousands of
clients that de ne a group of VLANs trying to send
their discovery messageshrough the switch, the la-
tency hasto be correctly handled. In any case,the
use of this kind of systemsmust be well designed
becausethe amount of trac that the local proto-
cols produce can be very large.

Someof the standards and well-known technolo-
gieswe are using or consideringfor the project are:

Local Area Network technologies: Ethernet
Token Ring, etc. We also should review sys-

temsto managethis kind of trac, congestion
managemer.
Virtual Local Area Network technologies:

802.1Q [4], 802.1D [5] and current hardware
that supports it.

TCP/IP transport protocols: UDP and TCP.
We want to do researd about which one
should be more appropriate.

Application level protocols and their encryp-
tion systems: SSLand TSL [6].
for

Network interface emulation, both

GNU/Linux and Microsoft Windows.

We have discussedand proposed some applica-
tions of the SER\AL technology together with R,
Cable e Telecomunicacions de Galicia, S.A., to
learn more about possible use casesand increase
the knowledgeabout the systemrequiremerts. The
ideawasto nd out someapplications in which the
advantagesof the technology would make them spe-
cially interesting for our project:

Virtual corporative LANS amongse\eral phys-
ical networks in a compary, with a simple and
exible con guration. Enterprises could de-
ne communications between their headquar-
ters easily, they could even work from home,
using their personal Internet connection, but
accessingthe network and resourcesof the
compary. This is very interesting for mobil-
ity: if a workerisin adierent placethan the
rest of the compary, he can still connect to
the network and dewvelop his tasks or accesgo
a documert that he hasin his accourt.

File sharing: userscould easily create a pri-
vate network betweenthem to transmit infor-
mation. They just have to use standard local
area network protocols and they could share
resourcesand services.

Games through Internet that could only be
usedbeforein a LAN ernvironment. This is an
interesting product for a telecommunications
provider compary like, becausethe easiestway
to play in a network is using machine and soft-
ware discovery protocols that only work in a
LAN . The tool to managethe connectionsto
the VLANs can be an easyinterface that al-
lows a regular userto connectto this networks
and play network gamesthe sameway he/she
is usedto doin local ervironments. The erter-
tainment industry is nowadays an important
part of the telecommnunication business.

3 Project goals

The main goal of this researd is to assesghe fea-
sibility of the use of the current technologies for
building a software system able to create and con-
trol VLANs. We have agreedsomefunctional re-
guiremens that the developed systemshould ful Il:

Client/serv er architecture: the basic architec-

ture of the system should have these two lay-

ers. We needthis kind of architectural design
becauseof the current Internet connectivity,

there are a lot of conditions where the clients

are in a network with local IP addressrange.
In thesecaseswe needthis kind of architecture

to assurethe connectionbetweenthe hosts, be-
cause P2P technologieswould not adapt cor-

rectly to our needs.The exibilit y and control

that the server application provide us seems
to be an interesting feature for the system.
Anyway, we have also consideredthe peer-to-

peer (P2P) architecture, there are somecondi-
tions where the P2P could be a good solution.

Therefore, our main goal is the client/serv er
architecture but we will consider the way to

adapt the systemto a P2P deployment.

GNU/Linux and Microsoft Windows link layer
integration: it is an important point for the
system usability. Due to these requiremerts



we needa multiplatform developmen environ-
ment, able to produce software to be run in
both GNU/Linux and Microsoft Windows. The
perfect integration of the client with the Op-
erating System lets us use the regular facili-
ties and programswith SERMAL transparertly .
The Operating Systemwill detect a new net-
work interface that will useto transmit trac
like any other interface of the system. The in-
tegration with current local area technologies
like Ethernetwill alsobe a very interesting tar-
get becauseof the facilities that include. This
is one of the main risks of the project, espe-
cially in the Microsoft Windows ervironments.
In GNU/Linux we already have a virtual Ether-
netdriver (TAP) that letsusredirectthe trac
to a userspaceapplication. Microsoft Windows
ervironments are closedand the assesf the
solution is not so easy we will haveto develop
a systemyvirtual driver.

Performance: it is also a very important risk
of the researd, becausewe haveto accomplish
some minimum results in order to be able to
properly emulate a LAN . The latency of the
sernver is an important issueto solve: we have
to reach a minimum latency even under stress
conditions. The throughput should also be
optimized, becausewe could loosetoo much
bandwidth using the system. Regarding this
subject we have to considerthe scalability of
the system, which should be the best solution
for being able to handle a lot of concurrert
usersat the sametime. We also have to think
about the transport layer proto col usedfor the
transmission: UDP or TCP; it seemsthat de-
pending on the concrete conditions, one alter-
native could be better than the other, so this
feature should be con gurable.

Fault tolerance: the systemshould be designed
to cortin ue working in the presenceof software
or hardware failures. The server could be de-
ployed in a cluster of computers, and the de-
sign of processesnd protocolsshouldtakeinto
accourt any possibleproblem derived from any
kind of error.

Security: one of the most important features
that the systemshould accomplishis to secure
the connections; even the performance could

be penalized in some conditions. Authenti-
cation, authorization and encryption should
be added to the system, and the connections
should be assuredto avoid security problems.
There are applications of the system where
security is not an important issue but when
we want to transmit sensitive information we
must assurethe communication.

HeterogeneousLAN protocol encapsulation:
regarding the type of protocolswe should sup-
port at least Rendezwous and SMB. Anyway,
it is very interesting to support other network
technologies, being the optimal solution that
the virtual interface had no di erence with the
rest of the network interfacesof the system. If
we completely implemert the virtual Ethernet
driver we can accomplishthis goal.

4 Software and hardw are ar-
chitecture

When we thought about building a systemthat em-
ulates VLANs in a WAN ervironment, we had to
decide the global system architecture we were go-
ing to use. It should be noticed, before going on
with the detailed description, that, by glotal archi-
tecture, we mean both the hardware and software
skeletonsof the system.

The rst option we evaluated waswhether a peer-
to-peer approach would be interesting. With the
useof a peer-to-peer a approach, the scenariowould
be the following one:

Each user of the systemwould have in his com-
puter a client of the SERAL systeminstalled. This
client would negotiate a connection with another
user having also installed the SERVAL program.
Oncethe connectionbetweenthe clients was estab-
lished, they would be connectedat link layer level,
being this medium Ethernetcompatible. Therefore,
the Operating System of each computer would see
the other one asif it wasin its LAN with all the
advantagesthis fact has.

This scenariolooks fairly attractiv e but has sev-
eral seriousdrawbadks that made us reject it asa
generaltarget architecture. The main disadvantage
is that if both clients are in private networks, with
private network IP addressesthen the peer-to-peer
connection would not be feasible.



Another drawbadk is that this skeleton is not
good if we want to emulate a lot of machines in
the sameLAN . This is so becausethe program in
ead client would have to open a peer-to-peer con-
nection with eadh computer belongingto the same
VLAN . This would causea serious network over-
head. For example,if we wanted to have a hundred
usersin a VLAN , the number of connectionswhich
would be necessaryin order to open in eadh com-
puter is one hundred and, altogether, they would
be up to ten thousand. Besides,this skeletonwould
not be persistert and ead client needsto know the
addressesf all the other clients we want to include
in the sameemulated LAN .

A second architectural possibility to solve the
systemscalability problem with the number of con-
nections would be a bus structure. This can be
viewed as an improvemert of the peer-to-peer ap-
proach. In the bus architecture approac, the pro-
grams would be joined forming a line. Hence, in
this one-dimensionalstructure, clients would prop-
agate messagesn order they reach their nal des-
tination.

The bus architecture, aswe can see,reducesthe
number of opened connectionsbecauseeath SER-
VAL program only hasto be linked with two more
users and the con guration complexity is lower
than the peer-to-peer. However, it still hastwo im-
portant drawbadks: the connection among private
IP clients, which is not possible,and how a client
can belong to seweral VLANs. Another problem
is the dierent latency of the messagesiepending
on the position of the clients involved in the com-
munication. Therefore, the bus architecture is not
suitable to ful ll our requiremerts either.

After having discarded the previous system ar-
chitectures, we cameto the conclusionthat the one
we were looking for, more adapted to the project
needs,wasthe client/serv er model.

In the client/serv er model the ertities taking part
are the following ones:

Server The server will be a program running asa
daemonin an Internet accessiblehost. This
program, the SERVAL server, will listen for
connectionscoming from the usersof the sys-
tem. Its function is similar to the function a
hardware switch hasin a LAN . It will be able
to group usersin dierent independert sets
and will be the mediator among the clients.

When a user wants to send a messageto an-
other client, he hasto sendit rst to the server
and, then, the sererforwardsit to its nal des-
tination. The fact that the server can group
usersin sets can be comparedto the VLANs
existing in somehardware switches.

Client The clients in this architecture will be the
users who want to connect to our system.
They will have to install in their computers
the client program to accesghe virtual switch
and through it, the rest of clients.

The user Operating System, accessingthe
SER\AL client, will be able to seethe other
clients in his groupsasif they werein the same
Local Area Network.

With the client/serv er model, the drawbadks and
limitations existing for a P2P or bus architecture
are overcome. In order to communicate the client
and the sener, operations and messagesimilar to
the onesusedin the link layer protocols were de-
ned.

The messagesinterchanged between the client
and the server are shawvn in Figure 1. The client
can connect and disconnectto the server, ask for
the list of available VLANs, and join or leave one
of them. Other messagesllow the client to senda
messageo a given VLAN (and thereforeto all the
usersconnectedto it).

Other important messages are the
addressOfClientR equest and its answer from
the serwer side: the addressOfClientR esponse.
They were created to emulate the ARP Ethernet
link layer protocol and are used when at network
level a client wants to talk to another.

At network level clients communicate with ead
other knowing their network level address. For
instance, if we are using TCP/IP knowing their
IP. Howevwer, at link level it is not enough with
the IP addressto contact with the destination
but it is necessaryto know the link layer ad-
dress of the next hop towards the destination
as well. Therefore, in SER\AL we use the two
former messagesaddresssOfClientR equest and
addressOfClientR esponse, to nd out the SER-
VAL link layer addressof a client knowing its net-
work address.

Finally, the global architecture chosenhasto be
both fault tolerant and scalable. By fault tolerance



we meanthe systemshould beresistart to a partial

system crash, being able to overcomethe situation

and cortin ue the normal operation. By scalability
we meanthat if the systemrequiremerts grow, and
the number of clients connectedis higher than the
initially expected, new resourcescan still be added
to the server in order to increaseits performance
and full the new requiremerts.

With this goalsin mind, we have extended the
client/serv er model to be a distributed system. So,
in the nal architecture, instead of having only a
node of the SERVAL program running in a host,
we have se\eral nodeswhich collaborate with ead
other: they will detect a node failure and restart
it if possible,the clients of a crashednode will be
moved to another node of the cluster, and so on.

5 Implemen tation of the sys-

tem using Erlang

As explained in the previous section, we have to
build three software artefacts:

SERMAL server It is the program which plays
the role of a hardware switch in a real VLAN
ervironment. It hasto berun in an IP accessi-
ble from all clients. Its function is to manage
all the operations related to both the VLANSs
and client managemen. For instance, it ac-
cepts input connections from clients, creates
VLANS , routes messageamong clients etc.

SER\AL client. It is the software which clients
must useto accesghe sener. It hastwo parts:

{ Userland adapterlt is the program which
receives Ethernet frames from the virtual
Ethernet driver and maps them to mes-
sages of the communications protocol.
Next, these messagesre sert to sener.

It hasalsoan interfaceto receive requests
directly from user. For example, requests
to join VLANs, to abandonthem etc.

{ Virtual Ethernetdriver. It is an Ethernet
driver which implements a virtual net-
work card. It controls the communica-
tions with the EthernetOperating System
kernel APl and the userland adaptet

Client Server
_____ {_co_nnectionRequest}
(connectionResponss}—___ _
B
_____ {_vlanListRequest}
{vlanListRespons—e}— : :>_
e mmmmm == T
_____ {_jo_inVlanRequest}
{joinVlanResponse}::__’:’
R
_____ {sendMessageRequest}
————————— >
{sendMessageRe_sp_gn_gei i
------"""
L _ {clientInVlanRequest}
_____________ -
{clientInVlanResponse} _
R
_____ {address0fClientRequest}
{addressOfC{.i;nt—ReEpEn;_a
<mmmmmmm T
_____ {connectionCloseRequest}
"""""""" >
{connectionCloseRespons_g}_
I

Figure 1: Messagesinterchanged between client
and serer
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A diagram which summarizesthe relation be-
tween the client agert dewveloped and the virtual
Ethernetdriver is shavn in Figure 2. It showvs how
an end userapplication running in a computer con-
nectedto a server would usethe client and the com-
munication protocol stack. The messagesert by
the application level program are encapsulatedinto
atransport level protocol. Then, the transport pro-
tocol is encapsulatedinto a network level one. Af-
ter this, the network level datagrams are cornverted
into Ethernetframeswhich, next, are sert through
the virtual Ethernetinterface. This virtual interface
delivers the framesto the userland adapterwhich,
nally , maps them to the protocol messageased
to communicate witch the server. They are encap-
sulated through the protocol stack again and are
sen by a real network interface.

The reversepath is followed by the messagesle-
livered to the user agert by the real network in-
terface after the demultiplexing which happenson
ascendingthe communication protocol stack.

In the rest of this section, we detail the Erlang
implementation of both the server and the client
agert.

the client and Ethernetdriver

5.1 Server implemen tation in Erlang

The processstructure of the multino de switch can
be obsened in Figure 3. They are represerned the
processclassesand the relations existing among
them. The relations we emphasizeare two:

Creation link relation. A processclassA has
a creation link relation with a processclassB
when processe®f class A create processef
classB. This relation typeis shown by the con-
tinuouslines.

State link relation. A processclass A has a
state link relation with a processof class B
when in the state of processesof class A is
stored the processidenti er or the registered
nameof processe®f classB. This relation type
is represented as dotted lines.

The task ead processclass carries out is ex-
plained to understand the Erlang implemenrtation
of the virtual VLAN switch accurately.

serval _app This processclass is an Erlang ap-
plication behavior. It has been created to
start/stop the serwer.



serval _sup This process class is an Erlang
supervisor behavior. It supervises the
senal_serner_logger, senal_tcp_port_manager
and senal_udp_port_manager processclasses.

serval _server_logger It is an Erlang generic
sener behavior. It has the mission of logging
all the information sert by the other processes
existing in a node.

serval _tcp _port _manager This one is another
genericserver. It listens on a TCP port wait-
ing for incoming connections. Every time it
receivesa connection requestit spawvns a new
processcalled senal_connectionmanager.

serval _udp _port _manager It is also imple-
mented as a generic server and its function
is to listen on an UDP port waiting for
incoming messages. When it receives the
rst messagecoming from a source socket

(source IP, source port) spawvns another
process, serval_connection _manager , for
that connection.

serval_connection _manager It is a super-
visor and is entrusted with the task of
coordinating and supervising the ser-
val_connection.communications_tcp, ser-
val_connection.communications_udp and

senal_connection.operation processclasses.

serval _connection _operation It is a generic
sener. This processcarriesout the operations
assaiated with the messagesert by the client.

serval _connection _comm unications _udp
This process class does the sending of
messagesfrom the virtual switch to the
SER\AL user agerts. The messageswhich
arrive from the clients to the serer are
received in UDP communications by the
serval _udp _port _manager .

serval_connection _comm unication _tcp This
processclass does both the receiving of the
messageswhich arrive to the serer from
clients and the delivery of the messagessert
by the virtual switch to the useragerts.

1.1

serval_app
serval_server_gui :

1.1 | serval sxﬂl"li
L1

vV i v

serval_udp_port_manager

1.1

serval_server_logger

serval_tcp_port_manager

serval_connection_manager

[ 1I ED 1
1.y &
A4

serval_connection_communications_tcp |

i

serval_connection_communications_udp

serval_connection_operation

1.1
1.1y
serval_database_manager

E% Wnesiasystem

Figure 3: Link processclassdiagram

5.2 Client implemen tation

Regarding the user agert implemented in Erlang
the processdiagram of the designcan be obsened
in the Figure 4.

The processclasseswhich take part in the user
agert are:

serval _test client_gui This process cortrol the
interface which is usedto make requeststo the
sener and to send and receive messagesgrom
VLANS .

It is the processwhich talks to the graphics
systemand receivesall the events from it when
usersclick in the interface widgets.

serval _test _client Processesof this processare
created by the senal_test _client_gui when the
user requestsa connection with the server.

It is the processentrusted with the task of
sending messagedo the SER\AL serner and
receiving from the Internet all the information
sern to the client.
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Y

serval_test_client

Figure 4: SER\AL user agert link processclassdi-
agram

5.3 Storing VLANs information in

Mnesia

In Section4, it wasstated that the project goalwas
to build a scalable, concurrert and fault tolerant
system.

To achieve this target, we decidedto make our
virtual switch a multiple node software. We mean
that in our architecture we have seweral instances
of the SER\AL application which can attend client
requests. Therefore, clients can connectto any of
the nodes of the serwer, and independenrly of the
node they accesshey seeead other and the same
Virtual Local Area Networks. In other words, this
meansthat a client connectedto a node A hasto be
able to senda messageo another client connected
to a node B if both belongto the sameVLAN .

In this multino de architecture, then, it is neces-
sary to have communication amongnodesto share
VLANSs information. We decidedto use Mnesig a
distributed databasemanagemen systemincluded
in Erlang/OTP. With this distributed databasewe
can accessnformation of the existing VLANs and
clients connectedto ead of them from any of the
nodesof the system.

The use of Mnesia has big advantages for this
project. Thanks to its distribution capabilities,
syndhronization amongnodesis doneautomatically
by this DBMS and it is transparent to SER\AL. In
this way, as we rely on Mnesig synchronization of
the virtual switch nodesis done without overload-
ing the code with synchronization tasks. This idea
is represerted in Figure 5, which shows the situa-
tion in which there are three nodesrunning belong-
ing to the SERMAL cluster. It can be obsened how
ead of the nodeshasa local copy of the distributed
Mnesiatables and how the communication among

Figure 5: SER\AL senwer cluster with 3 nodes

nodesis done using the database.

5.4 ASN1 Erlang compiler for com-
munication proto col implemen-
tation

We decided to usethe Abstract System Notation
One - ASN1 for the de nition, transmission and
encapsulation of our internal, client/server, com-
munications protocol.

ASN1is formal languagefor abstract description
of the messagesinterchanged in communications
protocols, with independenceof the programming
languagechosenand the data memory represena-
tion. ASNL1is a standard since 1984 and, conse-
quertly, its codi cation framework is mature and
it has been used successfullyin a lot of dierent
scenarios.

In the project we have usedthe ErlangASN1com-
piler. This compiler in very useful becauseit gen-
eratescoding and decading functions which can be
directly usedby Erlangprograms.

5.5 Pro cess collab oration scenarios

In this sectionwe describe seweral collaboration sce-
narios with the aim to understand more accurately
how the SER\AL systemworks.

5.5.1 SERVAL server starting

When the SER\AL serwer is started, it is launched
a process of class senal_.app. Next, the ser-
val_app spawns three more processof class ser-
val_server_logger, senal_tcp_port_manager and ser-
val_udp_port _manager respectively.



Our SERVAL sener has support to maintain
communications with the clients using as trans-
port protocol TCP or UDP. This is the rea-
son why, when the SER\AL sener is launched,
the processessenal_tcp_port_manager and ser-
val_udp_port_managerare created. The rst listens
for input connectionsin a TCP port and the second
listens for packetsin an UDP port.

5.5.2 SERVAL client connection
SERVAL server

request to

We are goingto explain what happenswhena client
requestsa TCP connectionwith the SER\AL serer.

First an openport TCP message is re-
ceived by the process senal_tcp_port_manager.
Second, this process creates a process ser-
val_connectionmanager and, then, this last
one spavns two more processes, a ser-
val_connectioncommunications_tcp and a ser-
val_connection.operation.

With thesethree processesve have the structure
to manageall the operations related to the client
has requestedthe connection.

5.5.3 Message interchange between pro-
cessesbelonging to the same VLAN

When a client A wants to send a messageto an-
other B, rst, A hasto nd out B client identi er
knowing its network level address. In order to get
B client identi er, it sendsthe SER\AL sener a
adressOfClientRe quest .

All clients in the sameVLANs that A, receive
this addressOfClientR equest. The one whose
network level addressmatchesthe oneincluded in
the messagethat's to say B, sendsbadc to A an
addressOfClientR esponse with its client identi-
er.

Next, A sends the
sendMessageRequet  with the data and the
B client identier as destination address. The
SER\AL sener cheksthat B isin the sameVLANs
and, if this condition is true, delivers B the mes-
sage. After this, sendsA a sendMessageRespnse.

We can obsene all this behaviour in the gure 6.

SERVAL sener a

Host: [localhost  Port: [4567  ID: ‘:usmz Connect to Serval | Disconnect t

Vians List: Glients for vian: viant Connected Servers List:

viani [
vian2

[clientz
iclient

bacteria

Al
lbacter
Join lbacter
Refresh
Get Clients Get Address
- Client address:
Vi v

1~ = J—

Figure 7: Client screenshot

6 Current status of the
search

re-

6.1 The protot ype GUI

In Figure 7, the graphical user interface developed
for the prototype useragen can be seen.

In the GUI window of the example, the client
is connectedto a SER\AL sener which is listen-
ing for input connectionsin port 4567. The user
is connectedto the virtual switch through a client
with addressclientl. We can seethat there are two
VLANs created,vlanl and vlan2, and that Clientl
joined both. Finally, we can obsene that vianl
contains two clients with the addressclientl and
client2.

6.2 Testing the system

Two key features of the system, as already ex-
plained, are performanceand fault tolerance. Ev-
ery design and new characteristic we add to the
systemis developed thinking of what impact it will
have over thesetwo variables. But we are not only
think in the impact of the modi cations but try-
ing to measureand to ched the system with the
new additions. In this subsection, some perfor-
mancemeasuremels and fault tolerancetests that
we have carried out are described.
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Figure 6: Messageinterchange betweenprocessedelongingto the sameVLANS

6.2.1 Performance tests

Due to the real time nature of the system, and the
amount of concurrert usersthat should potentially
be able to handle, a good performanceis an essen-
tial requiremen for the system.

We have concludedthat the performancein SER-
VAL can be measuredby the two following vari-
ables:

Op eration latency . The operation latency is
the time it takesan operation to be completed,
sinceit is ordereduntil it is nished. The lower
the operation latency, the higher the system
performance. As nal goal, we are specially
interestedin reducing the messagdatency of a
messagesernt from a client to another through
the sener.

Throughput . The throughput of a systemis
the number of operation requestsit can han-
dle in a period of time. A higher through-
put meansthat the systemis ableto carry out
a lot of operations concurrently. We should
also considerthe bandwidth reduction caused

by use of our internal protocol. We increase
the size of the padkages internally, because
we needto store some extra information, we
should keepthem small to enhancethe use of
the medium. Currently we do not considerthis
increment of the size of the padkagesa prob-
lem.

In order to makethesemeasuremets we have de-
veloped a special module for creating performance
graphics. It is call senal_gnuplot and usesthe GPL
application gnuplot.

With this module carried out performancetests
in both the client and server side. We will describe
two examplesin which we have obtained perfor-
manceimprovemerts after analyzing the operation
latency and the systemthroughput.

The get vlans message This protocol message
has a latency which grows with the number of
VLANSs . So,the high latency of this messagélocks
another message the sener queue,which cannot
be delivered by the server quickly.

After someperformancetests, the Mnesiaquery
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for getting all the VLANs created in the sener,
was pointed out as the system bottleneck for this
operation.

In gure 8 we can seethe time processthe
get.vlans with di erent number of VLANs created
in the sener.

We have represenied also the VLANs number
against the get.vlans latency. The graphichs ob-
tained can be seenin gure 9.

The impact in the latency of the messageghat
the number of VLANs created in the system has,
can be easily obsened.

The solution we choseto solve this problem was
the use of a memory cache to speedup the request
operation. Sothat, with this cache we were able to
rise up the throughput of the virtual switch and,
besides,we could drop the latency of the get.vlans
message.

The adressOfClientRe quest message After
analyzing the system operations performed during
the messagednterchangebetweenthe clients of the
system, we detected that the number of addres-
sOfClientRequest sert by the client agerts wastoo
high.

Many of these addressOfClierisRequests mes-
sages,however, were asking for the addressof the
same client. Hence we implemented a cade in
client side to store the mapping between network
addressesand the SER\AL identi ers.

Doing this we got a double improvemen. First,
we reduced the number of addressOfClierisRe-
guests messagesert to the SER\AL switch drop-
ping its averageload; and second,we decreasedhe
latency of this message.In Figure 10, we can ob-
serne how with the client addresscade the number
of get.addr messageseceived in the serer is less
than the number of the other messageypes.

6.2.2 Fault tolerance

To have fault tolerance featureswas already stated
in Section 3 asan essetial goal for the project.

There are di erent strategies which can be fol-
lowedto createa fault tolerant system. In our case,
the concurrency and distribution properties of Er-
lang have allowed us to build a robust recovery sys-
tem basedon the multiple node server described in
Section 4.

The ideais that if a node crashesthe systemhas
mechanisms for letting the rest of nodes cortinue
the work that wasbeing carried out by the crashing
one. This can be easily explained intro ducing some
situations and how they are overcome:

One node crash If a node crashes,the recov-
ery mechanism consistsmainly in the reconnection
engineimplemented in the clients.

The description of this engineis asfollows: eath
client receivesfrom the server an addressand port
list with all the nodes belongingto the cluster as
answer to the connectionmessage.Therefore, when
aclient detectsthe node is connectedto is unreach-
able, then it requeststhe connection with another
of the nodes. This secondnode is obtained from
the node list that, as mentioned, is stored in the
client state.

When the sener receives a connection request,
it usesMnesiato ched if the client was connected
through another node before. We consult Mnesia
becausewe use a distributed table which registers
ead client connectedto SER\AL. The information
we record for ead client is:

The link layer SER\AL address. We call it
client identi er aswell.

The processidenti er of the SER\AL process
we useto managethe client.

Taking this into accourt, we query the former
Mnesiatable to nd out if there is a row with the
same link layer addressthat the one of client is
requestingthe connection:

If we get zero rows this meansthat the client
is not doing a reconnection becausethe node
it was acceding has crashed. We record the
information for the the new client in a new
row.

If we get onerow this fact meansthat the client

is doing a reconnection. Hence,we have to up-

date the row obtained with the new process
identi er of the processcreatedin the new ac-
cessnode to managethe connection.

Client crash This scenariodescribes which re-
covery actions are performed when a unsuitable
client disconnection takes place, and the message
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connectionCloseR equest is not sert by the client
to the serer.

The client crashcan be causedby a software fail-
ure, but the messagecould be alsolost due to some
network problem. When this happens, the pro-
cessesresponsible for the client managemen are
kept alive in the node the client was connectedto.
Therefore, in this situation, if another client sends
a messagdo this crashedone, in the switch cluster
the client is detected asconnected. Becauseof this,
the switch sendsthe messagethough it will never
arrive to its nal destination, becauseit is down
(we will explain why we do not matter this lost of
messages).

Next, we are goingto describe the strategy we de-
cided to implement when the former situation hap-
pens. Each client incorporates a keep alive mech-
anism which sendsthe serer a messageat regular
periods of time. Each server node has a process
which monitors the receiving of the keepalive mes-
sagescoming from clients. If this monitoring pro-
cessdetects that a client is not sending the keep
alive messagesand it has not requestedthe con-
nection close, then it kills the managemen pro-
cessedor this client. Besides,the monitoring pro-
cessdeletesfrom Mnesiathe information related to
the VLANs the crashedclient was connectedto.

As we can obsene, there is a period of time be-
tween a client crashesuntil this fact is detected
in the serner. If a messageis sen to the crashed
client during this period of time, the messagesio
not reach the destination. We could implement ac-
knowledgemen messages$o guarantee they always
arriveto its nal destination. However, we do not
wish a too heavy protocol becausewe are emulat-
ing a link layer scenario. Therefore, these failures
rarely happen and will be detected by upper layers
in the communication protocol suite used.

6.2.3 Future work

Nowadays, we have in mind to work on seweral
things, someof which are:

Congestion control proto col We want the vir-
tual server switch nodesto monitor its internal
work load. So, to succeedin this task we are
implemerting the processesiecessaryto mea-
sure this magnitude. Besides,it is necessary
to extend the link layer protocol in order it in-
corporatesthe messageseededfor congestion
cortrol.

SERAL clients are being also improved with
the ability to processthe congestion control
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information sert by the serwer. So, if they de-
tect that the work load of the node they are
accessingo is too high, they can decideto ask
another node with lower load lodge them.

Access Control List For many real environ-
ments it is very important to be able to give
and revoke permissionsto clients to do certain
operations or to acces<ertain resourcesn the
virtual switch.

For instance, we can wish to let userswith a
certain pro le create VLANSs in our server and
forbid this operation to other users groups.
Another example, is the possibility to join a
VLAN . A sener administrator may wish to
have a prede ned set of VLANs createdin the
virtual switch. He may wish to have the con-
trol to authorize or derny the accessto ead
VLAN following a per user or per group pol-
icy. All this can be done implemerting the
ACL engineand we are hands on.

Ethernet driv er In the section(4) we saw that one
the componerts of the architecture is the inter-
face with the link layer of the communication
protocol kernel stack.

We are working in the strategy to implement
this virtual Ethernet driver. He are also as-
sessingthe possibility to usethe TAP device
driver. The TAP is a Virtual Ethernet net-
work device. It was designedas low level ker-
nel support for Ethernettunnelling. It provides
to user-land application two interfaces:

/dev/tapX character device
tapX virtual Ethernetinterface.

The user-land SER\AL Erlangclient could use
this device/dev/tapX to write Ethernetframes
which will be received by the kernel. On the
other hand, eat Ethernetframe wrote by the
kernelto the tapX interfacewill be received by
the SER\AL client by reading the /dev/tapX
device le.

Secure comm unications We are emulating a
virtual switch, so our virtual operation ervi-
ronment is a VLAN . In a LAN the Ethernet
frames don't leave the network limits so the
security policy can be relaxedif we rely on our
VLAN users.

However, although the SER\AL senwer virtual
ervironment is a VLAN , the real environment
isa WAN . As a consequenceall our link layer
trac is going to crossthrough the Internet
and will be exposedto be sni ed by everybody.
Sowe are implemerting SSL support in client
and server side to cipher communications.

7 Conclusions and future

work

In this paper we have explained the main moti-
vations and goals of the SER\AL project, the de-
signed solution proposedto achieve them and the
current results and work that we are dewveloping.
Through the paper we have establishedthat Erlang
is a suitable technology for this project, where net-
work communications, performance and fault tol-
eranceare the main requiremerts.

We think that our project can be interesting and
applicable in a lot of real and diverse scenarios-
pointed out in the paper - in which emulating Vir-
tual Local Area Networks over Internet is a good so-
lution. SERMAL Virtual Local Area Networks man-
agemern will allow a more exible way of designing
network topologies.

We can transmit that nowadays we are satis ed
with the results we are obtaining and with the fu-
ture of the project. In fact, we are encouragedwith
having a real and almost complete SER\AL proto-
typein the near future that will bethe rst stepto
build an actual system.
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