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Abstract
This paper describes a general model for interfacing protocol stacks from applications
developed in the functional programming language Erlang. We discuss different problem
areas, taking issues such as data- and control-flow, stack management and supervision
into consideration and motivate proposed solutions with respect to the aspects of
usability, flexibility, robustness and efficiency. The final model is a result of theoretical
reasoning and knowledge gained from related research and development, from our own
prototyping and from discussions with experienced scientists working in associated
areas.

Part of the thesis work was, for the purpose of verification and further development, to
implement a prototype of the proposed theoretical model. The result of this work is also
described in this paper.

The generality of the protocol stack interface model is achieved by dividing it into two
parts, one stack independent “upper” part and one stack dependent “lower” part. The
architecture of the upper part of a system based on this model is fully described in this
thesis. The lower part is to be designed and implemented at a later stage by following the
developed set of rules that constitute this part of the system. This activity should take
place at the time the specifics of the protocol stack to be interfaced are actually known.

The major aim of this thesis work is to find a way to avoid “reinventing the wheel” every
time a new stack is to be interfaced from Erlang. We hope to accomplish this by
providing a thought-through model and a set of pre-made building blocks.

Supervisor: Gunilla Hugosson
Examiner: Erik Johansson
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1. Introduction

1.1 Motivation
Accessing protocol stacks is a common action in many applications, especially in the telecom
industry. Erlang is a well-suited programming language for implementing such applications. An
example of a telecom system that interfaces various external protocol stack layers from its Erlang
application is Ericsson GPRS [28], which is described in more detail in chapter 4. Other systems are
e.g. the AXD-301 ATM Switch [21] and the Ericsson Access 910 Node [26]. Interfacing one or more
layers of a protocol stack can only be practically accomplished in a very limited number of ways,
really. Hence, different software development projects waste precious time designing interface systems
in Erlang that end up looking very similar. You will find most protocol stacks today implemented in
languages like C, C++ and/or in hardware (for performance). Interfacing is normally accomplished by
calling functions in a specific protocol service API, or by using a general Sockets [45] or Streams [44]
interface. Such APIs provide abstraction on top of some fundamental streaming functionality (like
pipes or file descriptors) for communication between an application and a device.

Developing an architecture for accessing protocol stack layers from a high-level language like Erlang
is something that should be done thoroughly once and for all. A general interface model is needed that
is open for the different types of physical connections one may encounter and also takes issues such as
efficiency and robustness into consideration. It is of course very important that the interface system
itself fits nicely into the Erlang environment and that the interface to the users is as straightforward
and intuitive as possible. The keyword here is usability.

There are many factors that affect usability. In article [13], for example, the author criticises the
usability of the Windows Application Program Interface (Win32). Here are a few of his arguments:

• “The Windows API is accessed through a very large and complicated set of elements. Its size is
difficult to judge because what it exactly constitutes is far from clear”.

• “The huge number of elements comprising the API make it difficult to master and use effectively.
As a result, the productivity of application architects, software developers and maintainers is
negatively affected".

• “Win32 provides 91 functions that create entities… All those functions receive parameters of
different types in wildly differing order… The return value of the functions that create entities is
also inconsistent”.

The size of the user interface we propose cannot be compared to that of Win32, of course. But we feel
items such as these are relevant, however, and have indeed identified simplicity, intuitiveness and
consistency as important factors in our user interface discussion.

Our goal is to provide Erlang programmers with a common environment for interfacing protocol
stacks. We have mainly focused on stacks that are controlled through an API, but our interface should
work well with other kinds of stacks as well, e.g. stacks that use message passing over file descriptors
directly instead. Again, generality is important, not only so that the interface model can comply with
most types of physical connections, but also so that only small changes, if any, are necessary in order
to adopt an implementation of the model to, for example, a new version of a protocol service API.
Different stacks have different APIs. This means we cannot make any assumptions about function
calls used for communicating with the stack or the data they contain. The only way to create a
common interfacing environment under these circumstances is by creating a set of rules for how the
function calls (including possible callbacks) and their return values should be handled in Erlang.

Robert Ciampa writes that it is generally the top layers of the protocol stacks that are the most
interesting for applications to interface: “Applications do not usually communicate with the lower
layers; rather, they are written to interface with a specific communication library, like the popular
WinSock library available in Windows-based workstations” [17]. More precisely, this would refer to
the Session Layer and above in the OSI model (see section 1.1.1). These are also the types of layers we
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will focus on in our examples, but we do not exclude the possibility to interface lower layers as well
from the model we propose.

1.1.1  The concept
Since protocol stacks are a central part of our work we will give a short introduction to their basic
principles and common terminology.

For obvious reasons there is no such thing as a physical “general purpose” protocol stack. However,
ISO provides the OSI (Open System Interconnection) reference model [3] that we will try to often
relate theoretical discussions to for the sake of generality. TCP/IP [4], which has become a de facto
standard for internet communication, is based on another reference model, called DARPA (explained
in [43]).

Figure 1: The OSI and DARPA models and their corresponding layers

The OSI ISO model was designed to establish data communications standards that would promote
multi-vendor interoperability. It consists of seven layers with a specific set of network functions
allocated to each layer and guidelines for implementation of the interfaces between the layers.
Important principles of the OSI are that each layer should perform a well-defined function and that
layer boundaries should be chosen to minimise the information flow across the interfaces.

Architectures for network communication systems are most often layered according to the OSI and
DARPA models as this reduces design complexity. The purpose of each layer is to offer services to the
layer above, but to hide from it the details of how the services are actually implemented. In [16], a
service is defined in terms of service primitives. These are abstract representations of interactions
between a service user and the (N)-layer service provider. The provided service makes an abstraction
of the particular interface and a primitive is an element of this service. We will refer to an application
that is connected to a protocol stack layer and is using its services as simply a user of that layer.
Hence, a user may be an application using the services of the top Application Layer of the OSI model
or it may be an (N+1)-layer in general. In [16], the authors also define an (N)-entity as an active
element communicating with the following other entities:

1. (N+1)-entities within the same system, through an (N)-interface.
2. (N)-entities in other systems, using an (N)-protocol and the services provided by the (N-1)-layer.

These entities are called peer entities.
3. (N-1)-entities within the same system, through an (N-1)-interface.

Furthermore, a protocol is defined as the rules and semantic and syntactic formats which specify the
communication behaviour between entities. A layer gives its user the illusion that it communicates
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directly with its peer user in another stack (a virtual connection), although the communication
actually goes through all the underlying layers in the two stacks. The bottom layer (e.g. the Physical
Layer in OSI) is what physically connects to protocol stacks together. Because of the layered
architecture it is possible to replace a layer with a new one without affecting its users (e.g. if the
physical link is a wire but is to be replaced with radio communication) as long as the service (the
interface) of the layer remains the same.

Figure 2: Stack principles, peer-to-peer communication

A layer can have several users if the layer protocol has support for it (i.e. if messages in that protocol
contain information about which user they are destined for). Formally, the layer in question then
needs to have support for the existence of multiple entities where each may be connected, one-to-one,
with a user entity. These entity-pairs form so-called SAPs (Service Access Points) [3] and each SAP
may support multiple connections, each identified by a CEP (Connection End Point) identifier [3].

As a general stack layer architecture would support 1..n entity per layer, so must a general interface
system. This implies that a dispatching functionality handling the mapping between SAPs, CEPs and
user entity identities is required. The possibility to interface more layers from one user entity adds yet
another dimension to the complexity of such an interface system (as will be discussed more thoroughly
in the next chapter). “Not all methods of network communication extend to all layers of the full OSI
reference model. For example, internetworking communications between programs on differing hosts
using reliable TCP/IP communications might use all layers of the OSI reference model, while local
Windows for Workgroups communications within the same network using the NetBEUI protocol
might have communications occurring only at the Data Link Layer and Physical Layer levels”, [46].
This quote implies that for an interface system to be general, it needs to allow the users to interface
multiple stack layers simultaneously.

1.1.2  Stack interfaces
The type of the provided stack interfaces, the methods of using them and the way they send messages
to their users, can be very different for different stacks and stack layers. This may depend on reasons
such as special purposes of the stack, if it supports single or multiple users, the implementation
language, the degree of optimisation, the operating system being used, the level of the layer to
interface, etc. Due to reasons like those, a stack vendor might, instead of using an API (which seems
to be most common), for example create an interface that provides stack communication in the shape
of reading and writing bytes to and from file descriptors or one that uses an abstraction for message
passing between processes. The vendor might choose to have a stack layer send messages to the users
in a “one socket per user” or an “all users on one socket” fashion. The latter would require the
messages to be tagged with their destination user identity (as they are all sent on the same stream), or
that the users take turn to request the stack for new messages.

The general Streams [44] library and Sockets [45] (for IP communication) are commonly used
interfacing mechanisms. These are primitive APIs for controlling and passing data over some type of
port. According to [44], Streams provides a uniform mechanism for implementing network services
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and other character-based I/O. It is typically a full-duplex connection between a process and on open
device (or pseudo-device). Examples of data passing functions are read(), write(), getmsg() and
putmsg(). The function ioctl() is used for control. Streams uses a priority data field in its protocol
messages. This priority classifies messages and determines the order in which they should be
processed if queued. A stack interface system based on Streams could choose to hide this parameter
from the stack users (probably preferred unless performance is critical) or require them to included
this as local primitive Quality of Service information (hence not necessarily revealing Streams as the
underlying interface mechanism). A Socket, normally identified simply by a small integer, is defined
by the following data:

• The remote host identification number or address
• The remote host port number
• The local host identification number or address
• The local host port number

The application programmer accesses the mechanism using a small number of functions like socket(),
bind(), connect(), listen() and accept(). An application would use Sockets for implementing services
on top of either UDP/IP or TCP/IP. A general interface system in Erlang could of course provide a
programming environment on top of Sockets, like on any other mechanism. But since a user-friendly
interface to Sockets already exists for Erlang programmers, it is maybe more likely that this API
would be used instead of, or in parallel with, such an interface system. However, examples show that
protocol stack vendors may chose to use TCP/IP for interfacing layers in other types of stacks (see e.g.
MicroLegend SS7, [42]). In such cases, the interface system, to be used by e.g. an SS7 user
application, must of course be implemented on top of Sockets.

The de facto standard for interfacing TCP/IP in the Windows environment is using WinSock [10] –
“Sockets for Windows”. We will take a look at that interface system separately in chapter 4.

In [18], Claes Wikström discusses the benefits of using dynamic interfaces: “Using this capability it is
possible to implement a general purpose encoder/decoder which maps data objects from the language
to and from a stream of bytes which can be sent onto a network”. Dynamic interfacing simply means
that marshalling data (i.e. message coding and decoding) can be performed dynamically at runtime.
(This is closely related to dynamic typing). As stated previously, protocol stacks (at least the top
layers) are traditionally implemented in languages such as C or C++. Using an API for accessing
these services normally means having to statically link the user code to the service interface code.
Such interfaces cannot be changed in runtime without being recompiled. With a dynamic interface,
linking code is not necessary and the interface may be updated in runtime, which often is an
important requirement for telecom applications. Claes Wikström argues that dynamic interfacing does
not impose any extra demands on either the interface client (in our case the user) or server (in our
case the service provider). Rather it should simplify the design and implementation of both client and
server. This, together with the fact that Erlang uses a dynamic type system, means that encountering a
dynamic interface to a protocol stack layer would only make the interfacing a lot simpler than
encountering a traditional API (which we, of course, have to assume we most of the time will). As we
will see later, by applying the idea of dynamic interfacing to the interface between the user application
and the stack interface system, we can still get many of the benefits discussed here, even if the
underlying stack layer interface may be of static nature.

1.1.3  Examples
Throughout this report we will often refer to the Signalling System No.7 (SS7) standard protocol stack
[7] and will particularly use layers of this stack for our examples. The SS7 stack is built on ITU-T and
ANSI standard protocols developed and used for signalling in telecom networks. The protocol stack
consists of four layers. The lowest three layers are combined into one set of protocols referred to as the
Message Transfer Part (MTP). The MTP layers correspond to the three lowest layers of the OSI
model. At level 4, two sets of protocols span the corresponding layers 4 to 7 of OSI: the ISDN User
Part  (ISUP) and the Transaction Capabilities Application Part (TCAP) on top of the Signalling
Connection Control Part, SCCP. ISUP is used for managing phone connection oriented
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communications. TCAP/SCCP handles all other messaging, connectionless as well as connection
oriented.

In this paper we will adopt the SS7 notation request for a function-call or a message from a user entity
to a stack layer entity, and indicator for function calls and messages going in the opposite direction
(from a users point of view an indicator function is a function callback).

1.2 Erlang
The main concepts of Erlang itself have been of major importance during the design of our interface
model. We will therefore give a brief introduction to the language and to some of the tools that are
related to our work. For a thorough introduction, the reader is referred to [8].

1.2.1  The language
Erlang is a functional language with declarative syntax similar to that of ML and Prolog. It is aimed
at implementing concurrent, distributed and fault-tolerant systems with soft real-time requirements.
The language is intentionally kept small for reasons of simplicity of use as well as for robustness and
efficiency.

A program is divided into one or several modules. A module consists of functions which, in turn,
consists of clauses. In order to choose which clause to execute when a function is called Erlang uses
pattern matching. Pattern matching is a fundamental concept of the language and is also used for
matching incoming messages, conditional expressions and for variable assignment.

Variables are dynamically typed and can only be assigned once1. A variable either contains a constant
or a compound data object. A constant object can be an atom, an integer, a float or a process identifier,
while a compound object is a list or a tuple of data objects. There are also a few more types of data
objects, of which the one with greatest relevancy to our work is the 'binary’ type, used to store an area
of untyped memory.

Erlang programs are compiled to run on a virtual machine in the Erlang runtime system (ERTS).
ERTS provides these programs with a consistent operating system interface on all platforms, memory
handling, a concurrent processes environment, distribution and means of fault tolerance. The real
strength of Erlang comes from the inclusion of these concepts into the language.

1.2.2  Concurrency
Erlang programs execute as concurrent processes. Erlang processes are started by a single function
call and are lightweight. Communication between processes is done by asynchronous message
passing. All processes are equipped with a message box for incoming messages, and can suspend
themselves when waiting for messages to arrive.

1.2.3  Distribution
A running ERTS is generally running as a process in an operating system and is also known as an
Erlang node. Communication between Erlang processes running on different nodes works in the same
way as when they are on the same node. That means that programs can easily be scaled up from
running on one node into running on several.

Distribution is often used to create reliable and fault tolerant systems, but also to divide heavy
computations among several processors. Additionally, it is possible to make a C program act and look
like an Erlang node. This is often referred to as a C node.

1.2.4  Fault tolerance
Robust and fault tolerant systems have to be able to detect and survive failures. To do that, Erlang
provides the following mechanisms:

                                                       
1 Non-destructive assignment.
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• Monitoring of expression evaluation (catch/throw). Used for protection against errors in
sequential code.

• Monitoring of the behaviour of other processes. A process can link itself to another process in
order to be informed when and why that process terminates. This mechanism also works in the
same way when the processes reside on different nodes as when they reside on the same. A
process on a node can also monitor the status of another node.

1.2.5 Additional
An Erlang program has the possibility to interact with a program written in another language (i.e.
running outside the Erlang Runtime System) through a port. A port is a byte oriented communication
channel between Erlang and the external program. To the Erlang processes it looks just like an
ordinary Erlang process, whereas the external program uses the underlying mechanism, which is a
pair of file descriptors. The process that creates the port is appointed “port owner”. It is the
administrator of the port and will be the destination of all messages sent from the external program
through the port. Using the same basic principle of operation as for ports, an Erlang process can open
a socket. A socket is the Erlang interface towards Sockets in the operating system.

In order to be able to interpret the data sent from Erlang through the port there is a C function library2

that can convert this data into (or from) Erlang external format. In this format the data is built and
manipulated in same way as it is done inside Erlang.

Interaction with an external program over a port means that the operating system has to perform a
task switch between the ERTS process and the other program before messages can arrive. Since task
switches in the OS are time consuming this might cause large overhead, especially if the amount of
messages passed through the port is large. If time is a critical issue a possible solution might be to use
linked in drivers instead. Linked in drivers are external programs that are executed by the ERTS
process. The advantage of this is that the external programs do not run as separate processes and thus
that no task switching or message copying is required. The rather severe downside is that if the
external program fails it will halt the entire Erlang system.

1.2.6  OTP
The Open Telecom Platform (OTP) is a system development platform for building and running
reliable, high-performance telecommunications solutions on standard computer platforms. OTP is
built upon Erlang and it supplies the basic functionality used for building telecommunication
applications, such as a real-time database, integration of externally sourced components, distribution,
and methods for building supervision trees in order to achieve fault tolerant systems, code loading in
runtime, etc. This provides for a highly productive environment where developers can concentrate on
the special aspects of their own product without having to worry about the basic mechanisms. Except
for the language itself, tools and concepts included in the OTP that are of interest to us are the Orber,
IC and behaviours.

The Orber is the Erlang implementation of an ORB (Object Request Broker), as specified in [1]. The
Request Broker is the core of CORBA - a specification for interfacing and communicating with
objects in a distributed and possibly heterogeneous network. The broker functionality in CORBA has
many similarities to central parts of our general stack interface model. Also, since layers of some
protocol stacks may be interfaced via the Erlang Orber, it is quite likely that a user application may
want to interface protocol stacks by means of CORBA in parallel to our proposed system. For these
reasons, and because IC and IDL are also quite interesting for us (see below), we have dedicated a part
of our chapter on related work (4) to discuss CORBA further.

IC is an IDL (Interface Definition Language) to Erlang compiler. IDL is also specified in CORBA [1].
Given different switches, IC can invoke different backends to generate client stub and server skeleton
code for various purposes. The typical use is of course to generate Erlang code to use with the Orber.
However, IC may also compile IDL specifications into code that can be used for Erlang to C (and vice
                                                       
2 Which naturally is only applicable in C programs.
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versa) communication over a port. The actual port protocol is transparent for both the client and
server. Yet another possibility is to specify IDL interfaces that IC compiles into client and server code
for generic server behaviours (see below).

Associating a program with a so called behaviour is a way to declare that it will behave in a, by OTP,
defined manner. It accomplishes this by implementing a pre-defined set of functions required for that
particular behaviour. These callback functions will be invoked by the generic OTP implementation of
the behaviour in question. The types of behaviours that OTP defines are, for example, those of servers,
process supervisors, event-handlers and finite state machines. Apart from callback functions required
for their main purposes, programs using these behaviours must also have support for acting in a
supervision tree (i.e. starting and stopping in a controlled manner) and for loading code in runtime.
Behaviours are building blocks of robust systems.
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2. Creating a general protocol stack interface system in Erlang
In this chapter we will discuss aspects of functionality and design involved in finding an appropriate
solution for interfacing protocol stacks. There are lots of issues and problems that we need to take into
consideration, especially since we will attempt to create a model that is as general as possible (as
motivated in 1.1). The purpose of this chapter is to derive a suitable model seen from quite a few
different perspectives. Many of the topics here can be related to similar issues that have been taken
into consideration in work such as the Erlang Test Port [31] and Ericsson GPRS [28]. See chapter 4
for more information.

Let us begin by analysing a stack interface system in terms of the most fundamental functionality it
should have to provide. Think of it as a black box for now. Protocol stack users on an Erlang platform
are connected at the front of the box and different layers of a protocol stack at the back (see Figure 3).
Messages coming into the black box from the user side, requests, pass through the box and come out
through the appropriate stack layer connections in the back. Messages coming into the stack,
indicators, go from the layers into the corresponding black box connections and are then routed (or
dispatched) to the rightful user addressees.

Figure 3: Connections

Figure 4: Request and Indicator

For the black box to be useful at all, not only must it be able to perform basic dispatching as described
above, but also meet other important requirements. It must be flexible enough so that most protocol
stack implementations can be connected to it without the need for changes in its fundamental
architecture (or in the implementation of the stack, of course). A high degree of efficiency, reliability
and robustness are also necessary requirements, again for the sake of both usability and generality.
Furthermore, it is an important preference that the interface is easy to use. Indeed, a lot of design
issues will deal with making the right trade off between functionality requirements and preferences, as
we will see in the following sections.

2.1 Architectures of a stack interface system in Erlang
After we have described what must be the most fundamental functionality and requirements on a stack
interface system, we may now proceed by mapping this functionality to basic system components. This
way we attempt to get a first picture of what an interface system architecture could look like. First of
all, some basic components need to be identified that would handle the tasks involved in the
communication between users and stack:
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• A component connected to the stack by an API or some port abstraction. This component provides
the SAPs between the entities of a protocol stack layer and the interface system (see section 1.1.1).
It could practically be comparable to e.g. the SPI (Service Provider Interface) part of the WinSock
DLL (Dynamic Link Library), see section 4.4.1.

• A message routing component for dispatching messages to users. This component would offer
service interfaces to the users, hence provide SAPs between entities of the interface system and the
users. It should offer the same services as the protocol stack layer, only extending the layer as
service provider. This implies that we should gain simplicity (hence usability) of the system from
making this component as transparent as possible (from a user point-of-view). As a middleman, or
broker, in the system, this dispatching unit needs features similar to those of the e.g. the ORB in
CORBA and the NOC (Network Object Control) layer in Ericsson GPRS. It can also practically be
compared to the API part of the WinSock DLL.

• A port for passing messages between the interface subsystem on the Erlang platform and the
subsystem connected to the stack (not implemented in Erlang) including sender and receiver
components on each side of the port for marshalling (coding and decoding) messages. This part
could be based on the ideas of the Streams mechanism (described in 1.1.2), i.e. it could provide
simple APIs for sending streams of bytes as messages over file descriptors.

Furthermore, for implementing starting, restarting and stopping behaviours and for meeting
robustness and reliability requirements, components for supervision and control of the stack and the
interface system also need to be identified:

• A component for handling starting and stopping procedures as well as supervision and crash
recovery of the interface system. We will find principles for this kind of functionality in OTP.

• A component for supervising the users. This part may actually turn out to be trickier than it first
looks. For ideas on such a mechanism, we have to look more closely into how to survivability in
non-stop systems can be achieved.

• A management component for controlling the stack and the stack connections. Many articles and
papers discuss the need for well-defined ways to manage network communication systems and
quite a few also propose standardised ways to achieve and implement just that. The most widely
accepted protocol standards for network management are the Simple Network Management
Protocol (SNMP) and the Common Management Information Protocol (CMIP) [22]. We will try to
determine what kind of management support a stack interface system such as ours needs by
discussing theories of network management in general and details of the SNMP protocol in
particular. For our prototype, we have looked at the details of the management interface for the
Ericsson Infotech Portable SS7 stack, [32].

To be able to come up with a suitable stack interface system architecture, good solutions to the
following problems now have to be found:

• How the components should be interconnected.
• If and how components that have tasks that may efficiently be carried out simultaneously should

take advantage of that.
• Decide whether a component should play an active or passive role in the system (i.e. be

implemented as a process or a functional library).
• If and how the main task of a component should be split up into parallel sub tasks (read physical

processes).

These are all items that are closely related to how to generally design concurrent systems and
practically, of course, how it is best implemented it in Erlang. Therefore, we have used a paper on
programming rules and conventions by Klas Eriksson et al. [25] as a guideline for this task.

Figure 5 illustrates a few examples of possible architectures that may well result in a functional
interface system.
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Figure 5: Examples of possible architectures

As illustrated in Figure 5, there are quite a few possible ways to interconnect the components. By
discussing the required and preferred stack interface system functionality in further detail, we should
be able to derive the appropriate interface system architecture.

2.2 Usability and the user interface
A very important aspect of usability is that of users being able to communicate with the stack (possibly
with different layers concurrently) in a very intuitive and straightforward manner. As we mentioned in
section 1.1, it’s important to put weight on the user interface. Not only may large and complex
interfaces have great negative effect on productivity of those developing a protocol stack user
application [13], inconsistency is also easily introduced. All these factors contribute to the risk of the
system ending up being incorrectly used. Hence, we must strive to make the system practically useful
and attractive by offering a simple, straightforward and consistent interface. Since our system should
merely extend the service provider - the stack layer - as far as the user interface is concerned, usability
may hopefully be achieved by forcing as little extra as possible of things related to the operation of our
system on the users. The interface system should not force any explicit and unnecessary protocols or
tasks on the users since this would make the code of the user service applications hard to read and
understand. This, in turn, will result in programs that are error prone and hard to maintain.

It is a common technique to offer code templates (like C++ templates) or skeleton code (like
behaviours in OTP) to allow for generic programming. We will however not try to gain generality by
providing abstractions such as these (like application templates on top of the service interfaces, which
the users would be required to use for building their applications). Here is a motivation:

• It is impossible for us to try to predict, or recommend, general ways to accomplish user
communication sessions, especially since these may vary greatly depending on details such as
protocol stack type, level of the service provider, protocol specifics, etc.

1..m

1..n

U

CPPHD PH

CPPHD PH SL

SL

S S M

Erlang

1..n

U CPPHD/S PH 1..m

SL

SL

S M

Erlang

S MS

DPPH PH
C

C

1..m

SL

SL

1..n

U

Erlang

U - user
D - dispatcher
P - port
PH - port handler
C - stack connector
SL - stack layer
S - supervisor
M - manager



13

• The user applications will be stack interface system dependent to a much greater extent (i.e. less
general and more tied to the inner workings of the interface system than to the actual stack).

• It could result in seriously restraining the expressive power of the users (closely related to the first
item).

Instead it should be up to the users themselves to develop possible abstractions on top of the user and
stack layer service interface if they prefer. The concept may be compared to Streams, which provides a
few simple functions for passing data and one for control (see section 1.1.2). (It should be mentioned
that there are also functions in Streams for passing data and exercising control at the same time).
Streams is a general, byte-oriented mechanism for data communication. Any type of application may
be based on it and hence the interface is simple and it leaves possible abstractions completely up to the
user to design.

It could perhaps be interesting to have a strictly typed interface between the users and the stack
interface. This could be accomplished by using IDL and IC. This would however require the user to
translate the service API into IDL and compile it using the generic server backend of IC (see section
1.2.6). This could open up the interface system for communication with distributed objects
implemented in other languages and also allow a user application based on CORBA objects to
interface (and be interfaced by) all external devices in a consistent way. It is interesting to note that
the IDL interfaces are compiled into Erlang stub code that can be reloaded in runtime after updated
IDL interfaces have been recompiled with IC. Hence, the use of IDL for interface specification in this
part of the system does not result in the shortcomings of the static interfaces described in [18] (see
section 1.1.2).

A basic message passing user interface allows for IDL interface specification to be easily implemented
on top of it. Again, our goal is to not impose unwanted requirements (or even features) on the user
that may only complicate the usage of the system. Typically, an Erlang user may see a requirement
such as having to specify and/or use strictly typed IDL interfaces very much as an “unwanted feature”.
Without giving any formal proofs, we conclude that a simple message passing interface is an approach
that is general enough for our purposes, since any type of stub code may be implemented on top of it.
Hence, this is the type of user interface we will provide with our model. For example, a message may
look like:

{Primitive, Parameters}

where Primitive specifies the actual request or indication and Parameters is a list of arguments
associated with the primitive. For concrete examples, please see section 3.3.1.2.

2.3 Message dispatching and user identification
An essential difficulty in designing a general protocol stack interface system is to figure out how to be
able to identify users in order to enable efficient routing of indicators and possible stack API return
values to them. The problem here is to find a user addressing scheme for the interface that will work
for different protocol stacks, stack layer protocols and physical interfaces. For input to this discussion,
we should look at how a reference model like OSI approaches it from a general point of view. We
should also look at real examples (i.e. physical stack implementations) and related work such as the
Erlang Test Port and the broker mechanism in e.g. CORBA or Capella [29] (see section 4.2.1).

2.3.1 A two level stack interface system model
A multiple user stack layer protocol for peer to peer communication must include some kind of
message routing information - something that indicates which layer user the message is intended for.
This information identifies what OSI refers to as a Service Access Point (SAP). Practically, this
routing information may be of any type (e.g. an integer or physical address), have any form (e.g.
primitive data or compound) and be associated with different kinds of entities (e.g. hardware or a user
process). A single user stack layer protocol or one that does not support concurrent user sessions,
however, may not include this type of information at all. In a connection-oriented service, the routing
information will also specify a particular user connection to the service provider. Hence, the
information is in this case a tuple:
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<UserId, ConnectionId>.

Or as specified in OSI:

<SAP, CEP>,

where CEP is the Connection End Point identity. The connection identity may also have any form. It
is likely to be a complex type if the service also for example provides peer to peer communication by
means of dialogues or transactions within a connection. As far as dispatching is concerned – the user
identity (the SAP) is what is important for the stack interface system, since it will (or should) never
know how a particular user is implemented to handle different connections, dialogues or transactions
anyway. This is an important observation, especially since connectionless services are not primitive
cases (subsets) of connection-oriented ones. I.e. a user identity is what a user of a connectionless and a
connection-oriented service user have in common. A connectionless protocol will typically not specify
a “void” connection identity.

In related work such as CORBA and Capella, the user (or network object) on the server side is
identified with a single data value which representation is unknown for the client (the object
reference type in CORBA and the connection identity in Capella). This value, typically of complex
type, is registered and mapped to a particular object in a table (called the Interface Repository, IR, in
CORBA) and is used by the ORB (the broker) for dispatching messages. Our stack interface system
should use the same approach. It should define the type of an identity necessary for dispatching
messages to the users (typically an Erlang process identity) and keep a table for mapping the identity
values to the ones used in the protocol between the service user and provider. Both CORBA and
Capella use a registration mechanism to maintain the mapping information. As we will discuss later,
this turns out to also be the best approach for us.

How messages may physically be transferred between the stack layers and the interface must now be
considered. The message passing between the layer and the layer users (in this case the interface
system) might for example be achieved by the use of one or more port stream or message queue. We
will denote a message channel like this a link3, to make it possible to reason more generally about it.

Figure 6: Stack links

A link must physically be connected to a protocol stack layer as illustrated in Figure 6 and managed
by the stack interface system. Although the link itself is a general concept, the implementation of the
physical connection to the stack must, for obvious reasons, be dependent on the stack implementation.
We have already recognised the need for a protocol independent user identification and message
dispatching mechanism that works well with the stack interface system itself. A possible architecture
based on these prerequisites is to have a stack independent top level and a stack specific bottom level
of the interface system with a simple protocol between the two components. With this design it should
be possible to use the top level of the system with any stack, also without having to know about the
stack layers it should be interfacing. Here are a few more indications that this is a suitable
architecture:

                                                       
3 This term is not in any way related to the concept of Erlang links (see 1.2.4).
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• The bottom level of the stack interface system must always be stack dependent in any case, at least
unless all protocol stack vendors start using the same standardised method for interfacing their
implementations.

• The procedure of extracting routing information from protocol messages might be hard and costly
(because of extra overhead needed for data marshalling) and, as previously discussed in this
section, it can never be accomplished in a general fashion.

• A design of a protocol independent user identification and message dispatching mechanism for the
interface system may effectively be combined with a good design for robustness. This, because it
allows for a simple implementation of the top-level component and because it may easily be
combined with the built in functions for process control in Erlang.

Figure 7: A two-level stack interface system model

Figure 7 illustrates the proposed architecture.

2.3.1.1 Mapping dispatching information to links
Having an interface dispatch a message without extracting the routing information from it (service
specific user identity, see section 2.3.1) is of course only possible if there is some other way to identify
the address of the message. This implies that the protocol between the top and the bottom level of the
interface (Figure 7) should specify some sort of message address tag with information that can be
mapped to dispatching identities of users. Such an explicit tag would make it possible for the one who
attempts to physically interface a stack layer, i.e. the one who actually knows the service protocol, to
choose if and how the messages should be dispatched.

Identities associated with the links could serve well as message address data tags if the low-level
interface program can dynamically set up message links to the stack - one for every new user process
in a multiple user system. The mapping of message addresses to message queues is likely to already be
supported by most multiple user stack implementations, since having all users polling the same buffer
for incoming messages is very inefficient. In this case we could simply use a 1-1 mapping between the
queues and our links. Otherwise, if no message-to-queue association is supported by the stack, the one
who attempts to interface it will have to write the low-level part of the interface so that it extracts
routing information from protocol messages and maps it to link identities. In a single user system all
messages are of course mapped onto one single link.

Hence, the addressing scheme we propose is independent of:

• Service protocol type (connectionless or connection-oriented).
• Service protocol details (e.g. the data type of a protocol user identity).
• The number of users that can physically interface a layer simultaneously.

2.3.2 Maintaining the state of a stack layer system
From a message dispatching point of view, the best possible architecture of the top-level of the
interface system, is one that has one dispatcher server process for each stack layer being interfaced.
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Such a process can then act as a mirror of the state of the corresponding stack layer and its main tasks
can be to maintain a link-to-user identity mapping table (used primarily for dispatching messages),
supervise the stack layer users and invoke stack layer management. (By acting as a mirror of the state
of the stack layer, we do not mean having to know anything about the implementation of the layer, i.e.
the physical representation of the state. We rather mean that if you at any point in time would query
the stack layer or the dispatcher task regarding the status of the connections between the users and the
layer, you would get the same result). Dedicating one server process for each stack layer that should be
interfaced is actually a rather intuitive design that can easily be motivated:

• It makes message routing and message traffic in general more efficient compared to, for example,
having one dispatcher for the entire stack (since it reduces the risk that a dispatcher process that
cannot process a great number of incoming messages fast enough, becomes a bottleneck in the
system).

• Per definition, protocol stack layers carry out separate, concurrent tasks and have independent
functionality and private states. Hence, the activity of communication between users and a
particular layer is independent of, and parallel to, communication activities on other levels of the
stack. If an external entity is associated with a particular stack layer and should reflect the state of
this layer, it is logical to also model and implement it as a concurrent process with a private state
(a server process behaviour in Erlang/OTP).

• A dispatcher instance provides a scope for names of link- and user identities for a particular level
of the system, thus avoiding name clashes with identities used on other levels.

• It allows the system to interface multiple layers of a stack even if the layers have different user
addressing schemes.

Moreover, this model allows us to interface an arbitrary number of stack layers in a dynamic and
scalable manner, which are very important characteristics.

Designing how to have a dispatcher process maintain a table for mapping link- to user identities
might seem trivial at a first glance, but it actually gives rise to a number of alternatives:

• Is there a need for explicit user registration and/or deregistration at the dispatcher and if so, how
should it be accomplished?

• Could possible user-stack registration procedures affect the way users are handled by a dispatcher?
• How and when should the mapping table of a dispatcher be updated? Must it reflect the state of the

stack layer system perfectly at every point in time?
• How must a dispatcher go about supervising its users?

There are two ways a dispatcher may know when to record new users in the mapping table:

1. It detects the new users (implicit registration).
2. New users who attempt to connect to the system first report this to the dispatcher (explicit

registration).

There are two ways for a dispatcher to also know when to remove obsolete users from the mapping
table:

1. By using the Erlang feature of linking4, a dispatcher may receive process termination messages
from obsolete, meaning terminated, users (implicit deregistration).

2. Users explicitly deregister their connections to the stack layer system. Note that obsolete users are
not necessarily the same as terminating (exiting) users in this case.

An implicit user registration is attractive since it could make the interface more transparent to the
user. Transparency is desirable since it simplifies the usage of the interface, which may in turn reduce
the risk of the interface being used incorrectly (see section 2.2). A user could communicate with the

                                                       
4 This time the meaning of link should not be confused with our concept for addressing users.
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stack without being concerned with the underlying interface system at all. This design, however,
causes problems that there seems to be no way around:

• The only way for a dispatcher to be able to detect new users is if there is a user-dispatcher protocol
that specifies identities, unique for each user, explicitly tagged on every message. This is probably
best achieved by providing stub code to be used for interfacing the system (not to lose
transparency). But because we do not want to necessarily impose a 1-to-1 relationship between
Erlang processes and users on the application designers, tagging messages implicitly to detect new
users becomes infeasible. After all, we don’t know anything about the specific service protocols.

• Implicit user deregistration means requiring that user processes must terminate in order to be
deregistered. This is an unacceptable requirement since one process may well have more than one
user connected to, and registered at, the system (as mentioned above).

• Primitives should exist anyway for users with registered stack interface system connections who
want or need to change process identity. An example is a user application that uses a central
process to distribute jobs and started protocol communication sessions among processes spawned
for the occasion.

The conclusion is that explicit registration and deregistration of users at the dispatcher is unavoidable
and that it is more important to come up with an explicit registration and deregistration procedure
that is as clear and intuitive as possible for the application programmers. If using the two level stack
interface system model proposed above (having link identities as routing information), it should not be
necessary to be concerned with possible user-stack registration and deregistration procedures when
designing the interface system. (After all, that is just an example of the type of stack layer dependent
functionality the bottom-level of the model should hide from the top-level).

To properly enable the interface system to dispatch indicators and request return values as well as
supervise the users (see section 2.4.1), it should simply be required that all users register at the stack
layer dispatcher before attempting to start a communication session with the stack layer. All users
could accordingly be required to also deregister the connections when they are done. Functions for
registration and deregistration should, for simplicity, be defined in a central user interface module.

2.3.2.1 User identification
The methods and the kind of identification data that should be used for registering a user at a
dispatcher depend on the way that users make contact with the stack layer. Using the interface model
proposed so far, a dispatcher process routes a message by looking up the process identity of the
addressee given the link identity of that user. A link should be set up for every new user process that is
being connected to the system and at that time be given an identity. It should be assumed that in most
systems, the link identities may not be chosen arbitrarily by the dispatcher but must be specified by the
designer who know what their link identities should be in that particular system. A link identity
should perhaps, for convenience, be a reference to a file descriptor or a socket, or perhaps the designer
wishes to identify the links by simple integer values for easy mapping to message queue handlers of
the same type.  Furthermore, here are a few examples of what a user might want or need to express
when registering:

• "I'm a user with pid P"
• "I'm the user X with pid P"
• "I'm the user X with pid P and I will be using my own link"
• "I'm the user X with pid P and I will be using user Y's link"

The user identities (X and Y) could be on any form and pid (the process identity) is the physical
address of the user. The user identity might be one that is also used in the stack layer protocol, an
identity that the user maps to a stack layer protocol identity or an identity that has nothing to do with
the stack layer protocol at all. For best possible convenience for the application designers, it should be
up them to decide. Since we are interfacing the users in a dynamically typed language, we don’t need
to put type restrictions on the user identity types. Application designers that require a statically typed
service protocol interface may use a description language like IDL for this purpose and wrap the stack
interface system interface with the compiled stub code (see section 1.2.6). Moreover, the bottom
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interface module may want or have to treat the user identities as aliases for "true" link identities,
physical memory addresses for example. In this case there also needs to be mapping done in the
bottom level module between aliases and physical link identities.

The last two examples of the registration expressions above show how users, by specifying redirection,
may tell a dispatcher to route their messages to common points in a user application. By a common
point we mean a user whose identity other users may specify as receiver for their messages (messages
will be sent to that user process). This is illustrated in Figure 8.

Figure 8: Redirection and common point

This is merely a feature that makes the model more flexible. It enables the application designer to
build a system with e.g. proxy server behaviour [14]. It is also possible that a user application needs to
be able to handle redirection of messages because of the addressing scheme of a particular service
protocol. The TCAP layer of the Ericsson Portable SS7 stack, [34], is an example of such a protocol.

Figure 9: Message passing schemes

Figure 9 illustrates the flexibility of providing redirections of messages as well as normal dispatching.
Communication through the stack interface system can be accomplished in any of the four ways
illustrated (a-d). An application may e.g. be designed so that all incoming indicators are handled in,
or filtered through, one central process (a) while user processes are still allowed to send requests
directly to the protocol stack (d).

If a stack layer does not require its users to have identities and/or handle message redirections, neither
should the interface system. Hence, the system should also have functionality for naming links
uniquely (by the use of references in Erlang, for example) so that a user in a system like this may
simply register with an "I'm a user with pid P" expression.

2.3.2.2 Return values
If the bottom level component of the interface is to use a stack API for the connection between the
interface and the stack, then it must be considered how to handle possible return values from the API
function calls. Let’s look at possible solutions:
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A test script executing on a TTCN platform sends an explicit request to retrieve the result of a test
operation previously invoked. When the Erlang Test Port receives such a request, it will send the
result back to the requesting user (the task executing the script). This means that there must exist a
buffering mechanism in the Erlang Test Port that can store test results temporarily until users request
them. In Capella, functions for invoking distributed objects are specified in the interfaces as being
either synchronous (a generic server call using OTP terminology) or asynchronous (a generic server
cast). If a function call is synchronous, the client always expects the interface function to return a
value (and it waits while the call is being executed). The underlying broker mechanism forwards the
data of the call, invokes the server object and passes the result back to the client that receives the
result as return value of the initial call. In the case of an asynchronous call, again the broker invokes
the server object but does not route a return value back to the client. (The client is of course not
waiting for one either).

It is mainly the specification of TTCN that decides the return value approach of the Erlang Test Port.
For our model, requiring explicit requests for return values is not a good approach. Here are a few
disadvantages:

• It makes the implementation of the low-level part of the system more complicated since it has to
include a message buffering mechanism.

• It will take too long for a user to receive a return value from a previous request.
• It imposes unnecessary interface system related communication on the users.

The Capella approach (which is also the one CORBA has) is more suitable for us, but since we are
aiming to provide a simple message passing interface without a stub code API (see section 2.2), we
need to however discuss a somewhat different approach.

The easiest and most general way for the interface system to handle return values is probably to treat
them as indicators (since this is the way we already handle incoming messages). The low-level stack
connection component could hold on to the user identity while performing a user request, in this case
a function call. It could then create a message from the return value and send it back to the dispatcher,
tagged with the user identity. But how will then the user know whether to treat the incoming message
as a return value from a recent request or as a “true” indicator? Also, how will the user be able to
associate return values with requests when the order of incoming return values may not be the same as
the order of the issued requests? These questions imply that return values have to be treated differently
than indicators after all.

A solution to the problem is to let users tag requests with arbitrary data (if they wish) and let the
corresponding return value messages carry the same tags. This way users can separate the return value
messages from indicators, associate them with requests and even wait for, prioritise or ignore them.
Purposely not tagging a request then serves as an implicit way of stating that the return value is
uninteresting (and thus needs not be sent back to the user). This will also be the way to send requests
in a stack interface system not connected to a stack by a function call API (or any other interface
without return values).
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Figure 10: API function return values

2.4 Control and supervision
Other issues that affect the design of the stack interface system are control and supervision. How can
it be detected that a user, an interface system component or the stack itself goes down and how can it
be prevented from even happening? What must be done if a crash somewhere in the system is
detected? Designing for robustness is hard and there are many issues involved in this process. In a
paper on architectural approaches to information survivability [15], the authors list faults that critical
information systems have to tolerate in order for them not to fail. The faults are:

• hardware degradation faults,
• hardware design faults,
• software faults,
• faults in operational procedures,
• faulty actions by operators,
• changes in physical environmental conditions, and
• malicious attacks.

To discuss all of these types of faults in relation to our system would be far too ambitious. Instead, we
will try to identify what faults are especially interesting to analyse from our point of view and focus on
them.

First of all, we consider hardware-related problems to be outside the scope of our thesis. The reason is
that our work is focused on the software aspects of design (mainly since Erlang is a high-level
language and runs on any hardware and operating system platform it is ported to). “Techniques exist
for dealing with many of these types of faults. Redundant components, for example, can be configured
to deal acceptably with hardware degradation faults” [15]. OTP has the support for implementing
systems using such existing techniques and since they are general techniques, not specific for our
design, we will not discuss them (or how we may apply them to handle hardware faults) further.

Finding efficient and feasible ways to protect the system from deliberate attacks is very hard. The
analysis of what is needed to ensure a high enough level of security for a system such as ours is
actually enough material for a whole separate paper. Furthermore, such an analysis would have to deal
with requirements on the underlying support and mechanisms in Erlang and there has already been
work done in this area. In the thesis on SafeErlang [23], Gustaf Naeser discusses what security
primitives need to be implemented in Erlang for it to support safety in mobile agent applications.
SSErl [24] is another work that proposes a hierarchy of nodes on the Erlang system which provide a
custom context for processes in them and the use of password capabilities for values such as pids,
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ports and nodes. We will not discuss aspects of software safety and security any further in this paper
since we consider these to also be outside the scope of our thesis.

The authors of [15] identify software faults to be of particular concern: “Software dependability
remains problematic and production software continues to be a weak link in computer systems”. We
would like to divide the software faults we may encounter in our system into two categories:

• Exceptional failures, like fatal system crashes, that may only be recovered from by having a
specific architecture for fault tolerance, e.g. redundancy by the use of a distributed database, a
crash recovery mechanism that makes it possible to resume traffic on a standby node, etc.

• Minor or temporary failures of system components that must not crash or corrupt other
components or the system as a whole, like the unexpected termination of a user process, for
example.

OTP provides methods needed for handling the type of errors referred to in the first category above.
As mentioned previously, we will not discuss general techniques such as these in this paper.
Consequently, we have now narrowed down the problem area we need to focus on to be the second
category of faults above. By means of dependency and supervision between components, we should
hopefully be able to handle errors such as those.

2.4.1 User supervision
If a user terminates unexpectedly during a communication session with the stack, it could leave the
dispatcher(s) and perhaps also the stack corrupt. As a result the user might, after restart, not be able to
initiate a new sessions. In the long run these problems might render the stack system useless and it
would have to be rebooted. To prevent this from happening, the stack interface system needs a way to
supervise the stack users so that it may react when a user terminates. The supervision may be realised
using the process linking functionality of Erlang, which makes it possible for a dispatcher to receive a
termination message when a user goes down. The dispatcher may then react by clearing the data
associated with the user from its dispatching table and notify an interface system manager about the
event so that appropriate actions may be taken to update the state of the stack.

There is a problem with the linking procedure, however. The links between processes in Erlang are
always bi-directional, which means that a user linked by a dispatcher must explicitly state that it must
not go down if the dispatcher terminates. The stack interface system will loose transparency and
reliability this way. There are no good alternatives to the linking mechanism, though. A heartbeat
protocol between the user and the system, for example, is much more complicated and inefficient. The
only way to make such a mechanism invisible to the user is by providing a kernel process for the user
that it would be required to execute its code on. This would put unacceptable restrictions on the
application designers. Fortunately, there is a way around the problem with the links, which is the use
of what we have decided to call intermediaries.

2.4.2 Intermediaries
An intermediary is a very simple process that is placed between a user and a dispatcher. Its only task
is to link a user process and to be linked by a dispatcher. An intermediary is totally transparent to the
user and all messages to and from the user and the dispatcher are simply passed on by the
intermediary. If a user process goes down, the intermediary goes down with it and passes the reason
for the termination of the user on to the dispatcher. If a dispatcher goes down, however, the
intermediary stays up so that the user will not be affected by the - hopefully only temporary - absence
of the dispatcher. While a dispatcher is down, all messages from the user may be buffered by the
intermediary (at least for a while) and sent on when the dispatcher comes back up (if the intermediary
is still buffering then).
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Figure 11: Intermediaries

The true motivation for using intermediaries is that a dispatcher will be too complex to be made
completely safe, i.e. free from all possible errors. Instead, the system must be able to restart a
dispatcher and restore its most recent state as quickly as possible in case of a crash. It does not matter
how quickly a dispatcher comes back up to pick up its user communication sessions if the users have
already terminated because they were linked directly by the dispatcher (and had not covered for a
possible dispatcher termination event). An intermediary is meant to be simple enough that it may be
assumed (or even proved) that it is free from software faults (a behaviour called Trusted Worker in
[25]).

In [15], a similar concept is argued to be an efficient way to implement protection in complex
distributed systems. The concept is called a protection shell. “In the overall survivability architecture,
the role of a protection shell is to enforce a predicate irrespective of what the remainder of the
software does” [15]. The idea is that the shell logically surrounds a critical application and intercepts
communication to and from the application. (It is therefore also known as a wrapper). This way it may
both protect an application from a dangerous world and protect a vulnerable world from a dangerous
application (see Figure 12). An important property of the shell is, just as in the case of the
intermediary, that the amount of code that has to be verified to be correct can be limited down to the
shell, which has a simple and non-complex functionality. It will also limit the dependability
requirements on the application. The authors also state: “A shell architecture is quite appropriate as
the basic structure of a new system being developed. In that case the artifacts being surrounded by a
shell are being developed with the knowledge that a shell will be present”. Indeed, it is our intention
to have the intermediary as one of the basic components in our system with an explicit dependency
between it and the dispatcher, which is the artefact it protects. Using the terminology of [15], this
makes the intermediary an opaque protection shell (as opposed to transparent). Figure 12 illustrates
the shell and intermediary concepts.

Figure 12: The shell and the intermediary
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2.5 Stack interface system management
In a paper on Network Management Protocols [22], the authors describe network management as
activities that involve planning, configuration, controlling, monitoring, recovering, tuning and
administration of computer networks and distributed systems. The general architecture of a network
management system (NMS) includes two different roles played by nodes in the system: manager and
agent. A manager acts as a control centre and an agent, which resides on a network element that has
resources to be managed, stores information about the resources and provide this to a manager via a
network management protocol. SNMP (Simple Network Management Protocol) is a standardised
application-layer protocol based upon the general NMS model. It uses two techniques to make agent
information available to the manager: polling and event reporting (where polling is most commonly
used). Data for managed resources is stored by the agent in a database called a MIB (Management
Information Base). The manager knows the structure of the agent MIBs and can monitor and control
the resources by reading and modifying data in these tables.

An operator with an interface to a management control centre should be able to control and monitor a
protocol stack connected to our interface system as well as the interface system itself. For this, our
system should provide a simple and general interface to a management component (e.g. an SNMP
agent). This component should even, although we don’t know anything about its particular
functionality (since it depends mostly on the stack we are interfacing), be a part of our model. Our
system should be open for any type of management strategy, whether, for example, it is desirable that
stack specific runtime events are handled by an operator via an NMS, directly by the integrated
management component, or maybe both.

A management component should be able to handle the things no other component in the stack
interface system knows how to deal with. It is therefore important that it has a central role in the
model, but again, must be implemented by the programmers who know the details of the stack being
interfaced (the stack layer protocols and the implementation). Two different types of management
actions can be identified:

• Actions related to the stack. For example, handling alarms, events and error messages sent from
the stack or to tell the stack to close down a session with a specific user.

• Actions related to the stack interface system, like setting up links (see section 2.3) and associate
users with link identities, for example.

There needs to be a management component on the top Erlang level of the interface system that
should be notified by the dispatchers when stack interface related management events occur, e.g. users
register, users terminate or physical stack layer connections need to be reset. It is also possible that the
interface system needs a management component in the bottom level of the system that may be
invoked by the top component to perform low level actions towards the stack. It is up to the designers
of the management component to choose the most appropriate architecture to fit that particular
protocol stack, should it be a central management unit for all stack layers or a concurrent one with a
management process assigned to each stack layer dispatcher, for example.

The management component (or components) should, like the stack interface system users, be linked
by the dispatchers, possibly through intermediaries. The dispatchers must know if the management
component goes down so that they may buffer messages destined for it and resume transmission when
it starts up again. The same scenario also holds the other way around.

From this point on, we will refer to the management component in our model simply as the manager.
This should not be confused with the manager of NMS or SNMP described above, which of course has
a very different functionality.

2.6 Processes and function libraries
It is relevant to define what components in our so far proposed model should be implemented as active
processes and what should rather be passive modules, i.e. function libraries. A rule in [25] for
modelling concurrent systems states: “Processes are the basic system structuring elements. But don’t
use processes and message passing when a function call can be used instead”. The motivation for this
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rule is of course that there is extra overhead, both in terms of performance and memory usage, in
connection with using processes and message passing. Also, modelling static and stateless
functionality as processes will only make the model confusing. Another rule in [25] states: “Use one
parallel process to model each truly concurrent activity in the real world. If there is a one-to-one
mapping between the number of parallel processes and the number of truly parallel activities in the
real world, the program will be easy to understand”. Examining the suggested interface system
components above and their assigned tasks, it turns out that they are all distinct actors with their own
states, carrying out parallel activities in the interface system. This implies that they should also be
implemented as separate processes.

2.6.1 The manager module - a process or a function library?
It might be tempting to have the manager implemented as a library of functions instead of as a
separate process. This way, instead of notifying a manager process by sending a message, a dispatcher
may invoke a manager function and get the result from that operation back as a return value instead of
receiving the result as a message. This turns out to be a bad solution however, since the operations of
the manager must be able to execute in parallel with the rest of the activities going on in the stack
interface system. We can especially not afford to block traffic on a dispatcher while performing
management. This would not only be inefficient, but also quite impractical since the manager needs
the dispatcher to be in a running mode, sending and receiving messages, to be able to carry out its
tasks.

Furthermore, the manager must be able to have its own state if this turns out to be necessary for its
functionality. For a passive management model, this can be realised by using persistent memory or by
allowing the manager to write into tables owned by the dispatchers, which either way will not be
pretty. Also, if the manager is implemented as a function library by someone else than who
implements the interface system, it may be difficult to shield the dispatcher from faults in the
management code that may crash the dispatcher (simply rejecting illegal management messages is
much easier to implement).

If the manager component should be implemented as an agent for the system to be integrated in an
NMS like SNMP, then it is definitely required that the agent can run on a separate process. It needs a
message based communication interface to the control centre and it needs to have access to its own
tables (e.g. SNMP MIBs).

2.7 Connecting the interface system to a stack
There is no general way to connect the stack interface system to a specific stack. How the physical
connection should be realised depends on the stack, i.e. the protocols, the implementation of the stack
interface and the OS used. Certain criteria for how the stack connection module must behave can be
set up and a protocol between this module and the top level of the interface system (see section 2.3.1)
can be specified, but that is as far as we can go. The behaviour of the stack connection module
depends partly on how the stack implementation handles its incoming and outgoing messages and
partly on what the interface between the bottom and top level of the stack interface system looks like.
This, in turn, depends mainly on how message dispatching is accomplished in the stack interface
system.

Because of the reasons described above, a detailed design of a physical stack connection component
cannot be accomplished until the specifics of the protocol stack to be interfaced are known. We will in
the next section give a brief example of how to go about designing such a component and in chapter 3,
we will give a detailed design and implementation description. One of the most important purposes of
a stack layer connector is to give a stack layer the impression that a set of users are connected directly
to it, even though they are actually registered at the interface system and are communicating indirectly
through the system.

2.7.1 A stack connection component for the TCAP layer of the Portable SS7
Consider an example in which we attempt to connect our general stack interface system (with the
components and functionality that have been proposed so far) to the TCAP layer (see section 1.1.3) of
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the Ericsson Infotech Portable SS7 protocol stack (written in C) [33], [34]. The TCAP process of the
Portable SS7 sets up a message queue for every new TCAP user who registers at the stack and who is
not supposed to use an already existing user's queue. The TCAP process will put incoming messages,
indicators, in the corresponding user queue and it is up to each user to check its own message queue
for newly arrived messages (which means that it suspends itself until one arrives). When a user
receives an indicator, it should take action by having the appropriate user defined protocol API
function called. When sending a request to the TCAP process, a user will simply call the protocol API
function that corresponds to the request. This implies that the stack connection process of the stack
interface system needs a threaded model for handling the checking of the user message queues (one
thread for each queue). The user requests may be handled by a, for the connection module, central
requesting routine that will call the corresponding API functions or the requests may indeed be
performed by the individual threads instead.

As we have already stated, there should be a well-defined internal protocol between the stack
connection component and the top-level of the interface. The stack connection component should
translate incoming request messages, on a form specified by the internal protocol, into stack layer API
function calls for the service protocol. Analogously, indicator function calls by the stack layer system,
the service protocol, should be translated into indicator messages for the internal protocol. Also, the
top level of the interface system will require that the indicator messages from the stack connection
component have link identity tags attached to them (see section 2.3 for details).

The conclusion is that since the stack connection component must translate between the internal and
the TCAP service protocol, as well as adapt to the Portable SS7 implementation of the TCAP service,
it must implement the following:

• functionality for converting internal protocol messages to TCAP service function calls,
• functionality for converting TCAP service function calls to internal protocol messages, and
• association between link identities and threads.

It should be a rather straightforward task to come up with a suitable design for a Portable SS7 stack
connection component from the analysis and conclusion above. In section 3.4.2 we verify this by
presenting a detailed design and implementation of it. The example here may also serve as a general
proposal for how to reason when trying to come up with a connection component design for any
specific stack and stack layer implementation.

2.8 Running the stack interface system in a distributed environment
A paper titled Network Control as a Distributed Object Application [11] describes a distributed
processing environment (DPE) for real-time multimedia applications. The paper presents an object-
based hybrid interface model for distributed communication. The idea of the DPE is to have a
connection server configured to provide either a CORBA or a TCP/IP socket interface, or both, to
allow the client objects to choose the means of distributed communication:

• a high-level interface with features such as object location transparency, and/or
• a low-level interface for high performance,
depending on the type of application. For serving client objects on a Java platform, it turns out to be
an efficient solution to use a proxy server architecture for the DPE. The DPE uses an ORB on the
Java platform to forward client requests to a proxy server, which in turn forwards the requests to the
real connection server, implemented e.g. in C.

Instead of comparing the functionality, service and interface approach of our stack interface system to
that of the DPE presented in [11], we believe it is more interesting to consider how our stack interface
system could be an integrated part of such a system. It is, after all, very likely that our system is to be
used by large applications that require many different types of interfaces and services for distributed
communication. There are, of course, a very large number of different ways to design such
middleware.  For this reason we need to look at how we may generally prepare our interface system to
run in distributed environment. This is important for the flexibility, usability and even efficiency of
the stack interface system.
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Let’s consider two scenarios:

1. User processes are located on remote nodes in a network, i.e. other Erlang runtime systems on the
local host computer (where the interface system is running) or on remote hosts. See Figure 13.

Figure 13: Distributed environment 1

2. The protocol stack and the interface system execute on separate network nodes. See Figure 14.

Figure 14: Distributed environment 2

The main advantages of allowing user processes to execute on other nodes than the one on which the
stack interface system is running are:

• It may ease the load on this node (meaning e.g. the process scheduling and garbage collection on
the Erlang runtime system and the CPU and memory load on the computer).

• It is easier to build reliable systems where the stack interface system node does not go down with
crashing remote user processes or nodes.

• The stack interface system can be used in a heterogeneous distributed environment where the user
processes run on Erlang platforms on top of different computers and operating systems.

• It may be easier to integrate the stack interface system into general middleware for distributed
communication.

A distributed user process model should also make the system more usable and flexible. Usable, e.g.
since it will be possible (but not necessary) for people to prototype, develop and test new user
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applications without the need to have them run on the same node (i.e. the same Erlang runtime
system) as the stack interface system. This could be especially useful if two or more persons are
developing user applications in parallel. Flexible, e.g. because in a distributed user model, the user
nodes need not necessarily be Erlang nodes, but can also be C nodes, Java nodes, etc. Hence the user
applications may be written in other languages than Erlang as long as they use the protocol for
distributed Erlang communication over TCP/IP or the stack interface system is extended with other
types of network interfaces (like those mentioned above). Such a system will of course be much harder
to supervise and control, which is a problem that can be overcome by fitting the total stack system into
a distributed control structure like the one in OTP (see section 1.2.6). We will not go any deeper into
this - it is outside the scope of our thesis.

It could perhaps be a good idea to enable the interface system to operate on a remote location from the
stack itself if, for example, the stack is a stand-alone system running on a server somewhere accepting
connections to clients on other machines in the network. (The service layer users could of course be
located on any type of platform, then). This could be accomplished by having a standard interface for
distributed communication between the stack interface system server and the users, like TCP/IP
sockets (as in the case of the Microlegend SS7 stack [42]), or perhaps CORBA or DCE (Distributed
Computing Environment, [19]). This would require a somewhat different approach to the interface
between the two levels of our model than what we have proposed so far. However, we find it very
unlikely our system will ever be used in such a fashion and hence we will not make any performance
tradeoffs to achieve it. Such an extension of the model would be quite straightforward to do, anyway,
and would not greatly impact the existing model.

Since Erlang features the necessary functionality for distributing processes in a simple, yet powerful
and transparent way (we verify this in our prototype described in chapter 3) - preparing the stack
interface system to be used in a distributed Erlang environment, is very easily accomplished. Also,
since we seem to get many positive effects from allowing user processes to have distributed access to
the interface system, we believe our model should indeed be open for this.

2.9 Performance
We need to look more closely at the performance characteristics of the model we have proposed so far.
Since the stack connection component will be specific for the stack and stack layer being interfaced, it
is impossible to perfectly assert or ensure good characteristics of the system as a whole. No matter
how fast and efficient the top-level subsystem is, if the bottom-level part is slow due to e.g. bad design
or implementation or due to the nature of the physical interface, the system as a whole will appear
inefficient. This works both ways, of course. If a lot of effort is put into the design and implementation
of a high-performance stack connection component, it is even more important that the top-level
subsystem does not prove to be an unacceptable bottleneck in the system. Therefore, we must simply
assume that the bottom-level part of the interface system never becomes a bottleneck and focus on
providing a satisfactory design for the top-level subsystem in terms of performance.

We have continuously used various issues of efficiency as important input to the design choices we’ve
made for the stack interface model. Our hope and belief is that this has provided us with a, if not
optimal, then quite adequate model with respect to performance and scalability. We have not put a lot
of effort into verifying this, however, but listed this investigation as an outstanding task in section 3.7.
With the belief that we have accomplished an efficient design of the top-level part of the model and
the assumption that the bottom-level part will not constrict the overall system performance, what we
have left is to analyse the interface between the two blocks. As a single physical communication link,
a pipe, between two OS tasks, it is not unreasonable to believe that the port mechanism can in fact
constitute a bottleneck in the system. If so, is there a way around the problem?

A context switch in the OS is required to accomplish message passing between two OS tasks over a
port. Task switches in an OS with soft real-time characteristics, like UNIX, are typically quite
expensive operations. The functionality of our system forces us to send and receive data to and from
an external program. Hence, we have no choice but to use a port mechanism despite the potentially
expensive cost.
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There is an alternative way to accomplish port communication between an Erlang process and an
external program, however. Erlang allows the usage of a so-called linked-in driver, which eliminates
the OS context switch by having the external program execute as a driver within the context of the
Erlang runtime system task. Note that such a driver must be written in C, since it is to be linked with
the code of the Erlang runtime system, which is implemented in C. Implementing the bottom-level
block as a linked-in driver should speed up the system considerably. Also, the Erlang process - the
port owner – which is part of the top-level subsystem, does not know whether it starts a linked-in
driver or an ordinary port. Therefore, it is possible to leave it up to the designer of the stack
connection component to choose the most suitable approach for the port communication.

If the stack connection component is to be implemented in C and there is performance to gain from
using a linked-in driver instead of an ordinary port, is there a choice? Well, the linked-in driver does
not come for free, of course. The connection component is then executed by the Erlang runtime
system, which means that if the component crashes, the whole system - user applications and all -
goes down with it. Any kind of supervision strategy used within the Erlang node to ensure non-stop
operation of the stack interface system will be useless. Also, code upgrade of the connection
component requires dynamic linking of the code or else the Erlang system needs to be recompiled and
restarted for this.

Another question regarding the performance of port communication is whether it is better to send all
messages through one port, a few ports (one per dispatcher) or to divide the load of messages between
many ports. We performed some practical tests to learn more and the results showed that the more
ports we had, the better we could handle heavy message load (because of the larger total buffer size).
With little or average message load, there was no noticeable difference in performance. We therefore
came to the conclusion that the alternative of having one dispatcher and one port per stack layer was
appropriate. Also, using this approach we should not have problems handling parallel traffic when
simultaneously accessing several layers of the same stack.

2.10 Conclusion
At this point, we may propose a complete model for a general stack interface system in Erlang. The
users should experience it as one unit since they are able to communicate with multiple stack layers in
parallel using a single interface. However, the system actually has a dynamic design in which each
layer to be interfaced in the protocol stack has a corresponding communication channel in the
interface system. Each channel consists of instances of some interworking elements, each with a well-
defined behaviour: a dispatcher, a port, two port handlers and a stack connection component. The
motivation for this design is that it will be more flexible, scalable, efficient and reliable than having
one static interface system handling all layers of the protocol stack. Flexibility and scalability is
achieved from being able to set up the stack interface system channels dynamically and independently.
Efficiency is gained from the fact that the communication channels do not have common components
that can end up being bottlenecks in large systems. It is also efficient to allow each stack layer to be
interfaced individually since they may be very different from each other, both in terms of service
protocols and implementation. Because an interface channel is dedicated to the traffic of one stack
layer, the modules (especially the dispatcher) can be made less complex compared to having common
components handling all traffic. This makes the system more reliable and so does the independence of
the interface channels. If one goes down, it can be restarted without affecting the other channels.

What makes it possible to have this model of independent interface system channels, is that the stack
layers per definition are logically separated tasks, not sharing states or functionality (that is, after all,
what makes them protocol layer abstractions). The only component of the stack interface system that
must be possible to have as a single shared unit is the manager. But even the manager may actually be
split up into separate entities if that is preferred. It would, for example, be possible to have
independent management entities assigned to each channel and/or stack layer, while still maintaining
the total protocol stack by means of a central management unit.

An illustration of the final architecture of the stack interface system is shown in Figure 15.
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Figure 15: The stack interface model
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3. Implementation of the general stack interface system model
This section describes an implementation of the stack interface system model that was proposed in
chapter 2. As explained there, the theoretical model has two levels of abstraction:

• The top level, which is protocol stack independent.
• The bottom level, which is specific for a certain protocol stack.

When it comes down to details of implementation, however, the interface system could actually be
regarded as a model of three abstraction levels. In between the two layers mentioned above, there has
to be a middle layer that is stack independent, but language dependent. This is natural since there has
to be a port handling component on the side of the port that is to be connected to the stack. This
component has the general task of sending and receiving binary data packages on Erlang's external
format (or something similar) to and from the port. Hence, the behaviour makes it logically belong to
the top level of the theoretical interface system, but the language dependency makes it practically
belong to the bottom level. We will instead think of it as a middle level of abstraction for the
implementation since this port handling component will be using well defined protocols in "both
ends", i.e. the port protocol in one end and the protocol between this and the stack connection
component in the other. Also, this middle stack interface system level component would not have to
be rewritten if one replaced or modified the stack, as long as the new stack was written in the same
language (C in the case of this implementation).

Figure 15: The implemented model

The implementation will serve both as an example of how a general stack interface system in Erlang
may be realised and also how the interface system may actually be physically connected to an existing
product, namely the Ericsson Infotech Portable SS7 stack. For details on this protocol stack we have
been using references [32]-[40].

3.1 Implementation of the stack interface system channel components
As described in the conclusion of chapter 2, the interface system should consist of a number of
channels corresponding to the (used) layers of the stack that the interface system is connected to. The
concept is illustrated in Figure 16. The channels are instances of an interface system channel
prototype (specified by the channel component modules) and are being set up and taken down
dynamically by a main start-up process, the supervisor5. This section describes how we have
implemented the interface system channel components.

                                                       
5 This supervisor should not be confused with the OTP supervisor behaviour.
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Figure 16: Channels

3.1.1 The dispatcher
The dispatcher is implemented as a server process that is started up by the supervisor. It maintains a
table with entries for all the users connected to the stack layer system. The dispatcher uses this table
mainly for dispatching indicators but also for user supervision purposes. An entry in this table
contains the following data:

• A link identity, which is the identity of the user's link, or connection, to the stack layer (see
2.3.1.1.). Note that there must be a one-to-one correspondence between links and user processes
(but not between users and links or users and processes). The link identity is not a unique search
key, but will combined with a "link owner” status (see below) point out one particular user entry.

• Link status, can be either 'owner' or 'dependent', which tells if the user process is the root or a
subordinate node in a possible user subsystem (see common points, section 2.3.2.1). This
information is needed for the dispatcher to keep track of which user process should receive
messages addressed to users within a user subsystem. At the time of registration a user specifies if
it is supposed to be the owner of a new link or use an already existing link for its indicator
messages (i.e. become a link dependent).

• User identity, which is the symbolic name a user may register itself with. This identity is
especially to be used by other users to specify link dependency (see above). If this identity is not
specified at the time of registration, this implies that there will be no dependent users of this
user's link and the dispatcher may choose a unique identity for the user (implemented as an
Erlang reference). If a user does not specify a redirection identity when it registers, this implies
that the user should become owner of a new link or that the user belongs to a process that has
already registered one or more users (a process that already has a user link assigned to it). The
user identity is a unique search key for entries in the table.

• Intermediary process identity. This identity will by the dispatcher be regarded as the user's
address and by the user regarded as the dispatcher's address.

• User process identity. The dispatcher records this information since all explicit user operations
(like registration, deregistration and change of process identity) are done by calling the dispatcher
server directly, not through an intermediary. The dispatcher therefore needs to be able to look up
user entries in the table given a user process identity. A user process identity is not a unique
search key but must be combined with a user identity to point out one particular user entry.

• Management data, which makes it possible for the manager to associate management specific
information (of any type) with each user without having to maintain a table of registered users
itself. This data will be sent along with any manager notification from the dispatcher that
concerns the users.

When the dispatcher is spawned by the supervisor, it starts off by creating an empty database followed
by an attempt to start up the port handling process. If the dispatcher succeeds to connect to the port,
which means that the C port handling process has been properly spawned, it will then wait for the
manager (which is being spawned by the supervisor) to report to the dispatcher that it is ready to start
the initial stack layer connection session. The dispatcher will request the manager to start the session
and then open up the communication channel completely for messages to and from the manager and
the stack layer connector. When the manager is finished with setting up the stack layer connection, it
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will send the result of this operation back to the dispatcher. If the operation was successful, the
dispatcher will register the link and user identities (that should not clash with the identities of the real
users) reserved by the manager and then go into an idle mode (i.e. wait for incoming messages in a
wait-receive loop). Note that if any of the initial steps fail, the dispatcher will simply terminate and
leave it up to the supervisor to possibly attempt a restart sequence. Within the wait-receive loop, there
are five different types of messages that the dispatcher will handle:

• user requests, i.e. registration, deregistration and change of process identity,
• management requests and results,
• supervisor requests,
• stack layer protocol messages from users, the stack layer or the manager, and
• process termination messages (exit signals).

How the dispatcher deals with user request messages as well as with management result messages,
process termination messages and stack layer protocol messages will be explained in the proceeding
sections. As for management requests, the only one the dispatcher will handle in the current
implementation is for changing management data for a specific user entry in the dispatching table.
This request must be handled by the dispatcher since it should be up to the manager to decide what
the management data for the user should be at any point in time. The supervisor can request the
dispatcher to terminate or to send back information about the status of the dispatcher (e.g. a list of
permanently and temporarily registered users).

3.1.1.1 Handling user registration and deregistration requests
When a user sends a registration request to the dispatcher, the dispatcher must notify the manager so
that a new link to the stack layer process may be set up. The dispatcher must not block other active
user communication sessions while waiting for the manager to perform its operation, so instead the
dispatcher sends its request, goes back into the idle state and later responds to the registration result
message that comes from the manager. While the manager deals with a certain registration, the
dispatcher has the name, link and process identity of the user temporarily registered. This way it is
possible to avoid identity clashes with other registering users. If the result message from the manager
indicates a successful registration, the concerned user will have its registration status changed from
temporarily to permanent (i.e. it will be recorded in the dispatching table). An intermediary will then
be assigned to it - either an existing one that has already been assigned to the user process or a new
one that will be created and linked at this point. If the registration fails, an appropriate error message
telling the reason for failure will be sent back to the user. Thus, as a result of attempting to register a
new communication session, the user will either receive an intermediary process identity (to be
regarded as the actual stack layer dispatcher) or an error message.

The deregistration procedure follows the same pattern as for registration, with the main difference
that if a user deregistration succeeds, the physical link will have been taken down by the manager and
the dispatching table entry for the user will, of course, be deleted instead of recorded. The dispatcher
will in the current implementation only issue a warning if a stack layer link owner deregisters while
there are still active user sessions dependent of the link in question.

3.1.1.2 Handling requests for changing user process identities
Since user process identities are only of interest to the dispatcher for spawning intermediaries, there is
no need for the dispatcher to notify the manager when a user changes its process identity. The
dispatcher will require that a user changes its process identity to one that is not already registered or
the user needs to have the same stack layer link identity as the user(s) who are already registered with
the user's new process identity. (Consequently, the user will already have to be a dependent of the
link). A new intermediary process will be spawned and assigned to the new user process if the identity
of the process is not already registered, in which case an already existing intermediary will be
supplied to the user.
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3.1.1.3 Process termination messages
The dispatcher will be linked to all processes that it communicates with, the intermediaries, the
manager and the port handler. If a linked process terminates, the dispatcher will receive an exit
message that identifies the process and the reason for termination. If a process terminates normally,
i.e. if it has been shut down by the dispatcher or the supervisor, the dispatcher will receive an exit
message from the process link in question that indicates normal termination. An exit message of this
type is simply ignored by the dispatcher.

If the port handler terminates abnormally, the dispatcher will attempt to start up a new port handling
process and have the manager reset the stack layer connection. The manager will be requested to
initiate a new stack connection procedure through a reset message from the dispatcher that includes
all the necessary stack layer link information that the dispatcher has recorded. When the new stack
layer connection procedure is completed, the stack layer link identities may have changed and
therefore the entries in the dispatcher's dispatching table must be updated. If the manager terminates
abnormally, it should be restarted by the supervisor. Since the manager is such a central component in
the system, it is recommended that when the dispatcher realises that the manager is down, it should
wait for it to come back up again and when it does, resume its normal activities. In the current
implementation, however, the dispatcher only issues a warning if the manager goes down and then
immediately resumes its normal activities. This means that the system in the case of a manager crash
will be unstable and very unpredictable, which is of course an unacceptable behaviour. This is a
subject for the next revision of the system.

If the dispatcher receives an exit message from an intermediary, it means that a user process has
terminated abnormally and the interface system must take appropriate action (see section 2.4.1). The
manager will be requested by the dispatcher to clean the stack layer process from any data that the
dead users may have left behind. The dispatcher will send along the necessary data of the affected
users (user and link identities and management data) with the cleaning request. As in the case of user
registration and deregistration, other user sessions should not be blocked while the manager performs
its operation. Therefore, the dispatcher will return to its idle mode immediately after it has sent the
cleaning request to the manager and later respond to a cleaning result message from the manager.
When the manager's cleaning operation is finished and the dispatcher has received the result, all
entries of the users affected by the process termination will be removed from the dispatcher's
dispatching table. The dispatcher will in the current implementation issue a warning if there are any
dependants of the stack layer link of the process that has gone down.

3.1.1.4 Stack layer protocol messages
Stack layer protocol messages that come in to the dispatcher are either user requests or return values
and indicators from the stack layer process. The messages used by the management are also counted to
this group. The first-mentioned type of messages come in via the intermediaries while the latter come
in via the port handler. The requests are tagged with the corresponding stack layer link identities
(found in the dispatching table) and sent on to the port handler for port protocol conversion and
transmission. The indicators and return values should be passed on to the rightful users. This is done
by looking up the corresponding intermediary identities in the dispatching table, given the stack layer
link identities.

3.1.2 The intermediary
When spawned by the dispatcher, the intermediary is given the identity of the user process that it has
been assigned to represent. The intermediary will start off by linking the specified user process and
then go into a loop and wait for messages to forward from the user to the dispatcher or the other way
around. The intermediary will also trap exit signals from the user or the dispatcher. If a user
termination message is received, the intermediary will also terminate and pass on the reason for
termination to the dispatcher.

3.1.3 The Erlang port handler
The port handling process on the Erlang side of the interface system (simply referred to as the port
handler in this section) is spawned by the dispatcher. It starts off by, in turn, trying to spawn and
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make connection with a port handling process on the other side of the port, in this case written in C
(therefore referred to as the C port handler). The port handler will, if the connection succeeds, send a
'ready' signal back to the dispatcher and then go into a loop and wait for incoming messages from the
dispatcher or from the port. If the connection fails the port handler will simply exit with connection
failure as the reason for termination.

3.1.3.1 Receiving messages from the port or the dispatcher
When the port handler is in its idle mode, it will expect to receive messages from the dispatcher or
from the port. Messages from the dispatcher may be stack layer protocol data, a shut down request or
an exit signal. The stack layer protocol messages are converted into binary form and transmitted to the
C port handler. A shut down request results in the port handler shutting down the port and then
exiting with a normal 'shutdown' reason for termination.

A message received from the port is either one that should be forwarded to the dispatcher or an exit
signal that indicates that the port is down. If the port goes down, the port handler also terminates,
passing on the reason for the port crash to the dispatcher. All other messages will be converted from a
binary format to Erlang terms and sent on to the dispatcher.

3.2 Implementation of the central interface system components
The central components of the stack interface system are the supervisor and the manager. Below
follows a detailed description of how they have been implemented.

3.2.1 The supervisor
The supervisor process should, when activated, be provided with a data structure that specifies the
names of the stacks and stack layers that it should control. The user identities for each interface
system manager that should initially be reserved in the dispatching tables of the dispatchers (possibly
with redirections) may also be specified in this structure. It is possible to have the supervisor start up
and control interface systems for more than one stack at the same time. Since the supervisor spawns
new instances of the same manager prototype for every stack interface system, having one supervisor
control multiple interface systems will only make sense if:

• they are for the same type of stack,
• the manager module is implemented in a generic (one module handles more than one type of

stack) fashion, or
• the manager is implemented in a polymorphic (stack specific management processes may be

spawned dynamically) fashion.

Note that when the supervisor is used to control more than one interface system it is not entirely
correct to call it a component of the interface system, but its behaviour motivates referring to it as that
anyway.
The supervisor will initially attempt to start up the stack interface systems by activating and linking
their stack layer dispatchers and the manager for each interface system. The supervisor requires that
each and every start up session is successful. If it detects a start up failure (indicated by an error return
value or an exit signal) any time during the activation of the dispatchers and the managers, the
supervisor will shut down all previously activated subsystems and terminate. There is a global ETS
table created in the name of each stack interface system. In these tables the interface system dispatcher
names and process identities are recorded (a dispatcher is preferably named after its corresponding
stack layer). Also the process identity of each interface system manager is recorded in the
corresponding table. These tables only serve one true purpose, which is that users may register
symbolically at the stack layers by using these tables indirectly through the registration primitives, see
section 3.3.1 below. Without these tables, the users would have to register through the supervisor. The
information in these tables is also used by the supervisor for shutting down all stack layer systems.
Also, although this functionality has not yet been implemented, the information in the global ETS
tables could be used by the supervisor when performing crash recovery (if a dispatcher or a manager
goes down), or perhaps when rebooting or shutting down individual interface systems (automatically
or on demand).
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If the start up phase is successful, the supervisor goes into a loop. In this loop the supervisor expects to
receive a request for either shutting down all stack interface systems (and itself as well) or for
collecting status information from all dispatchers. The supervisor will also trap exit signals from any
linked component that has terminated.

The shut down procedure simply iterates through the list of stack interface systems and sends
'shutdown' messages to all components (i.e. the dispatchers and the manager) in the respective
systems. The supervisor will receive a 'ready' signal from a component when its shut down sequence is
finished and its next step is termination. This enables the supervisor to take down the systems in an
orderly fashion. Note that a component may already have terminated at this point, which could be the
reason the supervisor is shutting down the system in the first place (as in the case of failure during the
supervisor's start up routine, mentioned earlier). In this case the component will not respond to the
shut down request so the supervisor will eventually time out while waiting for the 'ready' signal. The
shut down sequence may then continue and the supervisor will finally terminate as well.

When the supervisor receives a request for status information about all interface systems, it will in
turn send the corresponding requests to all dispatchers, having them send back status reports and
finally forward a complete list of the data collected to whoever requested it. This makes it possible to
investigate the state of the system at any point in time, e.g. for debugging purposes.

The supervisor will trap an exit signal from any dispatcher or manager that goes down. It is however
not yet defined how the supervisor should react when it is notified of the termination of a linked
component. This is the subject of the next revision of the interface system. A preferable action to take
would be to try to restart the component in question by initiating a restart sequence implemented in
the component. If the restart was successful, it would then be up to the component to announce its
existence and new process identity to all actors in the system that have been affected by the crash (e.g.
a dispatcher would notify the manager, the port handler and the intermediaries).

3.2.2 The manager
The manager module has been written as a template in the sense that it is prepared to send and receive
all possible requests and notifications to and from dispatchers and the supervisor (i.e. these protocols
have been implemented), but no meaningful stack management actions have been implemented as of
now. By using this module it should hopefully be a rather straightforward task to implement a fully
functional manager for someone who knows the management details for the particular stack
implementation. The manager registers one or more reserved user identities at the dispatchers at
system start-up time and sets up interface system links for itself. From that point on the manager can
send and receive protocol messages to and from the stack (requests and indicators) just as if it was a
normal user. The current manager module serves as a template for systems connected to one stack
only. The module needs to be modified and/or extended if:

• The manager should be integrated as an agent in a management system such as SNMP (see the
discussion in section 2.5).

• The manager needs to be able to handle a system with connections to more than one stack. A quite
extensive implementation of the manager is probably needed if it is necessary to have a generic or
polymorphic functionality to also handle different types of stacks (as mentioned in section 3.2.1
above). If the manager needs to have a polymorphic behaviour, this is best accomplished by
spawning a stack specific manager process dynamically for each stack in the system at start-up
time.

• It is desirable to have one manager process associated with each stack layer channel.

It may very well be desirable to have a distributed manager runtime system that consists of one
manager process per stack layer and dispatcher. This design could be motivated by:

• Better performance in systems that have many users frequently registering and deregistering (or in
any other way invoking the manager) at more than one layer of the stack simultaneously.
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• The stack layer processes and the corresponding dispatchers represent parallel activities in the
stack system (the latter are responsible for invoking the manager).

• It may result in a more logical structure of the code, hence a system that is easier to understand
and maintain.

As suggested in section 2.5, the manager handles central management activities in the stack interface
system, like starting and initialising the stack, for example. It could be difficult to implement this
functionality in a distributed management system, but could perhaps be accomplished by having a
central manager process only dealing with these kind of activities. The ideas could perhaps be
combined into a management system that consists of one central manager process per stack in the
system and also one manager process associated with each stack layer channel of each stack as well.

The functions and function skeletons included in the current implementation of the manager template
module are described below.

3.2.2.1 Manager process functions
The skeleton code for three main manager functions are implemented in the module:

• The activation function: Here the manager is spawned, given the stack identities, the reserved
manager link identities and the process identity of the supervisor as input parameters. If it is
desirable to distribute the management system (for reasons mentioned above), here is one place
where dynamic manager processes for more than one stack and/or stack interface channel can be
spawned initially.

• The initialisation function: The manager will here announce its existence to every dispatcher in
the system. For each dispatcher contacted, the process identity of the intermediary (assigned to the
manager by the dispatcher) together with the name of the particular layer and the manager link
identities, are recorded in a local table for future needs. When the initialisation phase is over, the
manager will go into a server loop. The initialisation function is also a good place to spawn any
dynamic manager processes at start-up time. Note that a dispatcher does not communicate with a
globally registered manager, but will locally register the process identity that the manager sends
along when it initially reports to the dispatcher. This makes it possible to assign individual
manager processes to the stack interface channels.

• The server loop: This is the idle state of the manager. Here the manager will wait for invoke
request messages from the dispatchers or the supervisor and take the appropriate action when such
requests are received. The requests are originally triggered by different kinds of system events
recognised by the dispatchers or the supervisor (see Table 3.1 and Table 3.2).

3.2.2.2 Management requests and results
As discussed in section 2.5 there are really two kinds of management activities:

• Stack related activities.
• Interface system related activities.

The idea of the manager server loop is to receive invoke request messages from the dispatchers or the
supervisor and take the appropriate actions by calling functions that carry out the corresponding tasks.
Many of these actions may have to include both stack and interface system related management. This
depends on the actual stack implementation, of course. When, for example, a request for registering a
user is received, the manager should create and map an interface system link identity to the user in
question. Perhaps this may only be accomplished by invoking management functionality in the stack
layer connector. The stack layer connector would, for example, call a stack API-function in order to
set up a physical connection for the user and send back a link identity as a result. The result of a
management activity should always be sent back as a request acknowledgement message to the
initiator (a dispatcher or the supervisor). The manager-supervisor and manager-dispatcher interfaces
are implemented in the manager template module and in the dispatcher and supervisor module
respectively. Table 3.1 and Table 3.2 are informal specifications of these interfaces.
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System event Request Result
System shutdown Shutdown request Send back ‘ready’ before terminating

Table 3.1: manager - supervisor interface
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System event Request Result
Initial connection to stack layer. Start stack layer connection request. A list of the reserved manager identities

(normal user identities) with the
corresponding link identities.

A user is registering. A registration request including the user
identity and possible redirection identity.

The identity, the link identity and the
management specific data of the
registered user.

A user is deregistering (possibly a user
process with more than one registered
stack user).

A deregistration request including the
process identity of the users and a list
specifying the identity, the link identity and
the management specific data for each
user.

The process identity and the identities of
the deregistered users.

Stack layer reset event. A request to reset the stack layer process.
The request will include a list specifying
the identity, the link identity and the
management specific data for each user
currently registered.

A possibly updated list of the registered
users after the stack layer process reset
has been completed. (The link identities
and/or the management data may have
changed).

A user process has terminated abnormally. A request to clean the stack layer from
user connection data.

A list of the successfully removed users.

Table 3.2: manager - dispatcher interface

3.3 Implementation of user applications
Protocol stack users are not necessarily associated with one specific stack layer. They may
communicate with different layers of the stack concurrently and from an even wider perspective, the
users may well at the same time be communicating with other stacks through other stack interface
systems as well. Since the proposed interface system model does not assume anything about the users
role in the total system (the outside world, so to speak), neither will the implementation put any
restrictions on the user applications in this aspect.

Usability of the stack interface system has been one of the main objectives of this thesis. We have tried
to accomplish this by forcing only a very small and well-defined interface system administration
interface on the user. Moreover, the syntax for sending and receiving stack layer protocol messages
(requests and indicators) is quite simple and straightforward.

Below follows a description and an example of how user applications may be developed in Erlang,
using our stack interface system implementation for communication sessions with a stack.

3.3.1 The user interface of the stack interface system
As previously described, the user interface of the stack interface system really consists of two different
interfaces:

• an interface for stack interface system administration, and
• a general interface for sending and receiving stack layer protocol messages.

We try to clearly separate the two interfaces from one another to avoid confusion. The two interfaces
are used to send and receive messages to and from the same entities in the system (users and
dispatchers), yet they have very different meaning. The first interface is used to explicitly
communicate with the stack interface system. When using the second interface however, the stack
interface system should be treated as if it was completely transparent (see section 3.3.1.2 for a detailed
discussion). This will be clarified in the example below.

There is also a difference in the data flow of the two interfaces. The administration interface is an API
that passes the data from the user directly to the dispatcher in question. The functions require that all
dispatchers are recorded in a global table. The return message from the dispatcher is received by the
user as a return value of the interface function. Protocol messages, on the other hand, are passed
between the user and the dispatcher through an intermediary. Note that both these interfaces hide the
true identity of the dispatcher from the user. This way the user will be loosely coupled to the stack
interface system, which in turn makes fault tolerance easier to implement.
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The stack interface system runs on a node in a distributed Erlang system (see section 2.8 for a detailed
discussion). It enables the user processes to be located on other nodes either on the same machine or
on other machines on the network. This, in turn, makes it possible to use the stack interface system in
distributed network applications, multi-card computers, heterogeneous distributed systems, extendable
systems, etc.

3.3.1.1 The stack interface system administration API
The administration API includes functions for registration, deregistration and reporting changes of
the user process identity. There are three different functions for registering a user:

1. for registering without explicitly specifying a user identity,
2. for specifying a user identity but no redirection identity, and
3. for specifying both a user and a redirection identity.

There are two different functions for deregistering a user (note that it is never necessary to specify a
redirection identity when deregistering since the dispatcher will already have that knowledge):

1. for deregistering a user without specifying the user identity (i.e. deregistering all users registered
by the calling process, and

2. for specifying the user identity.

There are two functions for reporting the change of the process identity of the user:

1. for changing the process identity of one specific user, and
2. for changing the process identity of all users registered with the old process identity.

3.3.1.2 The stack layer protocol interface
The interface for protocol messages is not an API, but a specification of what a request message (to
send to a dispatcher), an indicator message and a return value message (to receive from a dispatcher)
should look like. The request message has the general form:

{ReqPrimitive, Parameters},

for sending a request without expecting a return value from the stack layer process. ReqPrimitive is
the request primitive - an atom. Parameters is a list of arguments that should be sent along with the
request. If the user expects a return value from the stack layer process as a result of the request, then
instead the following request form should be used:

{Tag, {ReqPrimitive, Parameters}},

where Tag is an arbitrary value of any type chosen by the user. It will be used to tag the return value
message of this particular request so that the user can associate them. When the user sends its requests
it specifies an intermediary as the addressee. (The syntax is not affected if the intermediary is located
on another Erlang node in the network). The user regards the identity of the intermediary as the
address of the actual stack layer. Say for example that a user wants to send a so-called ”bind request”
to the TCAP layer of an SS7 stack. The user has assigned the process identity of the intermediary to
the variable TCAP. To send the request, the user could execute an expression that looks like this:

TCAP ! {‘TBindReq’, [1, 2]} or
TCAP ! {request1, {‘TBindReq’, [1, 2]}},

An indicator message has the general form:

{IndPrimitive, Parameters},
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where IndPrimitive is the indicator primitive - an atom. Parameters is a list of arguments that is
sent along with the indicator. A return value message generally looks like:

{Tag, ReturnValue},

where Tag is the request tag described above and ReturnValue is the result of sending the request
associated with Tag to the stack layer process. Say the return value of the second request in the
example above was the number 1, then the return value message should look like this:

{request1, 1}

Note that there is no interface system related information in any of the stack layer protocol messages.
This makes it possible for the user to indeed treat the stack layer protocol interface not as an interface
to the stack interface system (which it is), but as an interface to the stack layer directly. This
transparency of the interface system should make the user application code clean and easy to read. As
shown above, even the process identity of the intermediary can be stored in a variable with a
(somewhat misleading) name that will enhance the reading of the code.

The specification of the stack layer protocol interface could of course be translated into an API. The
function for sending requests would return a dummy value since the actual return value is not known
at that time. Later the user would call a function to wait for the return value of the request. There
would also be a function for waiting for indicators. We felt that implementing such an API really did
not contribute to the simplicity of the user interface or readability of the user code, but could perhaps
rather be more confusing since message passing is already a natural part of the language. Compare
these two expressions for sending a request:

TCAP ! {‘TBindReq’, [1, 2]}   and
send_request(TCAP, ‘TBindReq’, [1, 2])

There is really not one expression that is easier to read than the other. In the case of the function call,
it would also be necessary to specify explicitly that it is in fact asynchronous and only returns a
dummy value. Also, it is possible that the users will create their own stack layer specific APIs anyway
by creating stack specific functions and call-backs.

3.4 The stack connection

3.4.1 The C port handler

Figure 17: Interface channel overview revisited

The port handler on the other side of the port (seen from the Erlang side) runs as an external OS
process that is spawned from the ERTS when the dispatcher opens the port. The stack layer connector
(SLC) is connected to the C port handler and these parts have to be written in a language which is
suitable for communicating with the stack and from which it is also possible to communicate with
Erlang-ports. For our implementation C is the natural choice. Thus, connecting the two components is
accomplished by linking their object code.
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The C port handler is used for handling request messages, sent from the dispatcher, by receiving the
messages arriving at the port and forwarding them to the stack layer connector.

When the C port handler process is started it calls a function, defined in the stack layer connector
module, in order to start the stack layer connector. If this succeeds, a message telling that the C port
handler is ready is sent to the dispatcher. The C port handler process is now suspended while waiting
for messages from the dispatcher to arrive at the port.

When a message arrives it is put in a memory buffer and is then decoded into an external Erlang term
(usually referred to as an eterm). This eterm can be in one of the following shapes:

1. {LinkId, Request}
2. {LinkId, {Tag, Request}}
3. <atom>

(LinkId identifies the link on which the issuing user resides. Tag is the tag supplied by the user in
order to identify the return value from the request. Request is the actual request, as defined in
3.3.1.2).

The action taken upon receiving an atom (case 3) is to call a function, defined in the stack layer
connector module, that is supposed to close down the stack layer connector, and then to stop the C
port handler process. The action taken upon receiving one of the messages of the first or the second
case is to hand the elements in the message over to the stack layer connector by using them as
arguments when calling a function. The function in question is defined in the stack layer connector
module that is supposed to execute the request. The difference between the cases 2 and 3 is that in
case 2 a return value from the request is required by the user, whereas in case 3 it is not. If the eterm
comes in any other shape it is regarded as an error and an error message is issued.

To handle forwarding of indicators and request return values to the dispatcher, the C port handler
module contains functions that are to be called from the stack layer connector module. Their job is to
construct indicator messages ({LinkId, Indicator}) and return value messages ({LinkId,
{Tag, ReturnValue}}) and send them to the dispatcher. The C port handler module also contains
functions for checking that the requests and indicators have the correct structure (described in 3.4.2)
and functions that build error and empty return values. The interface between the C port handler
module and the stack layer connector module is called the C port handler interface.

Actually, the C port handler module should not know about the structure of the messages or what they
mean. The reason for letting it know anyway is that we want to decide (i.e. we want it to be a part of
the model) how requests and indicators should be encoded when they are transferred between the
users and the stack layer connector and how they declare whether or not they want to receive a return
value from a request. It is actually up to the SLC module designers to decide if they want to use these
checks, but they are strongly recommended to do so.

The C port handler module uses the Erlang external format both internally (for communication over
the port) and when communicating with the stack layer connector module. If this is not appropriate
(e.g. due to performance reasons), another general-data format can be used. It will of course require a
rewrite of the C port handler module, but the principle of operation will be the same.

3.4.2 The stack layer connector module
The stack layer connector is the module that does the actual connection to the stack. The basic idea is
to have one stack layer connector (since there is one dispatcher for every layer) for every layer in the
stack being used.

A central element in the description of our interface system model is the user. We will here shortly
describe the concept of a user from the stack layer connector point of view.
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A user is an entity who communicates with a stack-layer, usually for the purpose of communicating
with a user of a corresponding layer on another stack, by issuing requests to the stack-layer and
receiving indicators from it. The layer protocol thus contains some kind of knowledge about users (i.e.
the two peer layers can 'talk' about users) and users of a layer have to somehow be introduced to that
layer so that it knows how to send indicators to them. If, for a stack layer, this is not the case there can
be only one user of that layer. The time a user is using a stack layer is here referred to as a user
session.
Since the programs that use our interface system to access a stack are also users, we will here call a
user that is using a stack-layer directly a layer user, and a user that is registered at the dispatcher an
interface system user.

Another important concept described in the model description is that of a link. A link is a ”physical
path” for sending requests and indicators between a stack-layer and its users. There can be one link
for every layer user, but there are also stack layers where there are several layer users per link, in
which case the indicators contain some kind of data telling which layer user they are destined for.

As described earlier, the purpose of the stack layer connector is to implement a program that - towards
the stack layer - acts just like a set of normal layer users, but where these users are only simulating the
set of interface system users – the real users - and their actions. A message containing a request from
an interface system user is sent to a simulated user in the stack layer connector through the C port
handler interface. Also using this interface, a simulated user in the stack layer connector can forward
indicators sent to it from the stack layer to its corresponding interface system user.

Not all stack layers can handle several users, however. In a stack there are often some layers that only
can have a single user (usually the lower layers), while the other layers support several. Single user
layers are typically easier to write a stack layer connector for since there is no need to administer a set
of simulated users or to find out to which one of them indicators are directed. Multi-user layers, on the
other hand, are generally a little trickier depending on the manner in which they handle the
connections to their users.

The simulated users in the stack layer connector are thus supposed to do two things:

• Receive indicators sent from the stack layer and forward them through the port handler to the
interface system user that they simulate.

• Receive requests sent from the interface system users and hand them over to the stack layer in the
same shape as if the interface system user had been an ordinary layer user. If desired, the result
from the hand-over of the request to the stack layer connector (typically a return value from an
API function call) should be sent back to the interface system user.

Additionally, in order to be able to simulate the current state of the set of interface system users, the
stack layer connector has to have functionality for administering the simulated users. The stack layer
connector is thus not only informed about which requests the interface system users issue, but also
about their current states (e.g. if they are registered or deregistered). The messages that contain this
kind of information are exchanged between the manager and the stack layer connector in the same
manner as ordinary requests and indicators. It is the responsibility of the stack layer connector to
know the difference between the described messages above, and ordinary requests and indicators.
Supposedly by assigning a link of its own to these messages.

The above-mentioned administration of the simulated users in our interface system we refer to as
interface system management. The stack layer connector may also contain stack management
functionality, which is used when performing management on the stack  (e.g. starting or stopping the
stack). It can be seen as having an interface system user performing management with a
corresponding simulated user. They are indeed somewhat special, but fit into the user model
nevertheless.

In order to keep the interface system as general as possible, the stack layer connector is to be written
by the one who intends to use this interface system, which is the one who has the best knowledge
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about the stack and how to connect to it. Consequently, this is also the one who then knows best how
to implement the module. The same goes for the manager. It is closely connected to the stack
implementation since it has the knowledge of how the stack layers administer their users and also
since stack management is highly stack dependent.

Figure 18: Interface system users and simulated layer users

The following description of the stack layer connector will mainly discuss two issues. First the C port
handler interface will be described, then we will discuss how different kinds of stacks and their
qualities will affect the design of the stack layer connector.

3.4.2.1 The C port handler interface
In this section we assume that the reader is familiar with the data types of Erlang and with the Erlang
external data format. Erlang terms in external format will be written in Erlang syntax even inside
statements of C code.

The stack layer connector module is linked together with the port handler module (i.e. they execute on
the same process). Due to this property the interface between them consists of function calls. We will
here show all functions in the interface:

SLC_start()
This function must be defined in the stack layer connector. It is called by the C port handler to start
the stack layer connector when the system is started. A non NULL return value is regarded as an error
and will be taken care of (at this point it will only result in an error message on the console, but
should in coming revisions of the system instead be sent to the dispatcher).

SLC_stop()
This function must be defined in the stack layer connector. It is called by the port handler to shut the
stack layer connector down when the system is to be stopped. Return values from this function are
regarded in the same way as those from the 'SLC_start' function.

SLC_handleRequest(LinkId, Tag, Request)
This function must also be implemented in the stack layer connector. It is called by the C port handler
module when it has received a request from a user and wants to hand it over to the stack layer
connector. The arguments are all in eterms to allow any kind of data to be sent.
• LinkId is the dispatching identity. It uniquely identifies the user who sent the request. It might be

a good idea to use the same values for LinkIds as the values that identifies the users in the stack
(the values that identifies users that are directly connected to the stack), but that is of course up to
the module designer to decide.

• Tag is a value that is supplied by the interface system user. Its purpose is to be included in return
value messages in order to make it possible for the interface system user to know which return
value message that is a response to which request (a typical example of a return value is the value
returned when calling a request function in a functional API). The presence of a Tag (i.e. if the
value of Tag is not NULL) in a call to this function indicates that the interface system user expects
a return value message from the request. Even if the request does not generate one, a return value
is expected. In this case an empty (void) return value should be sent.
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• Request is the actual request sent by the interface system user. Since we have aimed mostly at
interfacing functional APIs we have recommended that a request is coded as the tuple
{<function_name>, [<arg1>,<arg2>,...,<argN>]} with the meaning: 'make the
function-call function_name(arg1, arg2, ..., argN). When using this encoding, the task of
'converting' the Request argument into the intended function call can be left to the code generator
supplied with this interface (which is described in section 3.5).

If this encoding does not apply to the chosen stack (e.g. if it doesn't have a functional API), another
encoding can be used.

It is important to remember that this function is called by the C port handler process. That means that
it may under no circumstances call a process-blocking function or in any other way disturb the C port
handler process. Since a common method of waiting for messages to arrive from the stack is to call a
blocking function that does not release the process until a message arrives, the stack layer connector
often has to consist of more than one thread (or process).

PH_sendIndicator(LinkId, Indicator)
This function sends an indicator message to an interface system user. The arguments are all in eterms
to allow any kind of data to be sent.

• LinkId is the same kind of identifier as in the function above. It identifies the user that is to
receive the indicator.

• Indicator is the actual indicator. It is encoded in the same way as the Request field in the
function above.

When sending the message through the port to the dispatcher, some common resources are used. That
means that this function may not be executed simultaneously by concurrent threads. Making it thread-
safe would be one of the improvements of future revisions of this interface system.

PH_sendReturn(LinkId, Tag, Return)
After a request has been received by the stack layer connector and has been handed over to the stack,
it is time to return the result from the handover back to the interface system user. This function sends
a return value message to an interface system user in much the same way as the function above sends
an indicator.

• LinkId identifies the user who is to receive the return value message.
• Tag should have the same value as the Tag parameter in the previous call to

SLC_handleRequest. As explained above, the purpose of the Tag is to let the user label a
request and then receive that label together with the return value from the execution of just that
request. Also explained above is that a Tag field in the SLC_handleRequest that is different
from NULL means that a return value has to be sent even when the handover of the request does
not give a return value. The empty value that is sent in this case is (preferably) created by the
function  SLC_makeVoidReturn below.

• Return is the actual return value.
 
SLC_makeVoidReturn()
This function creates the value that is sent when an interface system user wants a return value from a
request that does not give one. The value created is the atom void. Note, however, that just like the
recommended encoding scheme for requests and indicators, this value is just our recommendation. As
its name imply, it should have been implemented in the stack layer connector module, but since we
want to have control of this function we defined it ourselves and put it in the port handler module.

SLC_makeErrorReturn(Value)
This function is used to package return values that indicate error.
It simply puts the value into the tuple {error, Value). As with the above function, this is only a
recommendation.
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We will here give some examples to describe the usage of these functions:

1. The message {tag1, {'T_BindReq', [1, 2]}} sent from an interface system user to the
dispatcher (at which the user is registered as user 2) will result in the port handler module
making the function call: SLC_handleRequest(2, tag1, {'TBindReq', [1,2]}).

2. The return value from the above request, e.g. 1, would then be sent to the interface system user by
the stack layer connectot module calling PH_sendReturn(2, tag1, 1) and it ends up at the
interface system user in the message {tag1, 1}.

3. To send the indicator {'TBindConf', [1]} to the interface system user registered as 42 at the
dispatcher, the stack layer connector would make the call PH_sendIndicator(42,
{'TBindConf, [1]}}.

Figure 19: The C port handler interface

3.4.2.2 The design of the stack layer connector
One of the main features of our interface system is that it can be used together with many kinds of
protocol stacks. As the details of the stack that is to be interfaced has huge influence on the design of
the stack layer connector, it is impossible to create the connector before knowing what stack to
connect it to. The connector is to be implemented as a driver for a device (which is of course the
stack).

The purpose of a stack (e.g. TCP/IP or SS7) does of course affect the design of the stack layer
connector, but what has more impact is the interface through which the services of the stack are
accessed. The most important issues are usually how the stack sends indicators and how and when it
gets the knowledge about how to send indicators to its users.

3.4.2.2.1 Stack interfaces

The most common way for stacks to handle indicators and requests seems to be that of using an API
that handles the communication with the stack processes. That is, users perform requests by calling
functions supplied by the stack, and the stack sends indicators by calling call back functions supplied
by the users. The request functions usually reside in a library that handles passing of the requests to
the stack layer process. In the library there also have to be some kind of functions that let a layer user
take care of indicators sent from the stack layer by calling the correct call-back function.

To use our interface system with an API stack layer means that you have to invent some method of
converting requests received through the port handler interface into calls to request API-functions.
Also that you have to write all indicators as call-back functions that send indicator messages up to the
right interface system users through the port handler interface. Writing the code for this can be a
monotonous and error prone job if the API consists of many functions. Fortunately it is possible to
automate most of this task by using a code generator tool (see section 3.5).
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We must not forget about the return values from the function calls. How to handle return values from
request functions has been discussed previously, but not return values from indicator functions. The
problem here is not how to take care of them (which is up to the stack) but rather how to send relevant
ones. For example, a return value that says “indicator received by user” or “indicator not received
because the user just died a horrible death” is difficult to return since an indicator call back function
does not know this kind of facts (it is only known by the dispatcher).

As of yet, our interface system has no special support to deal with this problem. (The latter problem
described in the example above could be solved by terminating the simulated layer user as soon as it is
detected that its corresponding interface system user has terminated).

Instead of using an API, communication with a stack should perhaps be performed by reading and
writing directly to a socket, a pipe, a file descriptor or some similar mechanism for connecting the
users to the stack process (see section 1.1.2). We will here call this stream communication. Most stack
layer API's are likely to simply be interfaces built upon stream communication.

The difference between the stack layer connector of an API stack layer and a “stream stack layer” is
that there is no need to 'convert' between messages and function calls in the latter. There will still be
need to convert different types of messages, however. As a result, also the format used to encode
requests and indicators may have to change since the format we have recommended may not be the
most suitable when interfacing a stream stack layer.

3.4.2.2.2 Layer users

Our interface system is designed with multi-user stack layers in mind. If only a single user is to be
connected to a stack layer, the features of scalability of the system will not be utilised. Using the
interface system under such circumstances seems to be a bit overkill. While this is not completely
untrue, the gain of using our interface system should hopefully outweigh the losses anyway. For
starters, only a little overhead is introduced by the interface system when using it with a single user
stack layer. This is because the workload for the dispatcher is proportional to the number of users and
because the stack layer connector can be made very simple as it no longer has to administer many
simulated layer users.

The advantage of using a thought-through interface system that provides its users with a well-defined
environment should justify any small additional overhead. If performance is so critical that it is not
acceptable anyway, the decision to use a high level language to interface the stack should probably be
reconsidered in the first place.

We have designed the internal addressing scheme for our system so that, by using link identities, a
stack layer connector to a single user stack layer is simply a special case of a stack layer connector to a
multi user stack layer (see section 2.3.2.1). We will not go into details on how to connect a single user
since it is when our interface system is used with a multi user stack layer that the most interesting
problems arise and that the generality of our model can really be put to test.

When a stack layer receives a message from its peer and discovers that it is addressed to one of its
users, it has to know how to send the message to that user. That means that the user must, in one way
or another, already have been introduced to the stack layer. How and when that introduction is done,
and what it means, depends on the stack layer. These questions and their influence on the stack layer
connector will be the issue in the following paragraphs.

Messages have to be sent to and from the stack layer process through one or several physical channels.
As the users and the stack layer are usually different processes these channels are typically tools for
process communication. Either the stack layer sends indicators to all its users through only one
channel, or it has a channel for each one of its users. In the first case it must be required that each
indicator message contains an identity saying which user it is destined for. In the latter case there is
no need for such an explicit identity. It is indeed possible to encounter a combination of the two
strategies. In such a case it is quite probable that explicit identities are used for all users anyway. If
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not, there has to be two “levels” of identities to handle and since there can be only one dispatching
identity in our interface system this would require us to choose one of them or to find a way to
combine them into one (which is a foul solution). In either case it is the task of the stack layer
connector to find out the destination user for all indicator messages and dispatch them to these. A link
in our interface system corresponds to a physical channel.

There are several ways in which a user may have to introduce itself to a stack layer:

• "I am user X". This either means that it is the user of the link X, or that it is user X on the only
link.

• "I am user X on link Y". Add a new user X at the link Y. If the link does not exist it will have to
be set up.

• "I am user Z on link Y". This means that user Z uses the same link as user X (above) does.
• "Which user am I?". The user does not in advance know what identity to use and thus has to ask

the stack layer for one.

The introduction serves to tell the stack layer how to send indicators to the user and can be explicit or
implicit. It can take place at different points in time. Usually it is performed at the beginning of a user
session. But it is also possible that it is performed several times during a session, for example
whenever a request is handed over to the stack layer. In the former case it may be possible to simplify
the stack layer connector due to the fact that layer users does not necessarily have to hand their
requests over to the stack layer themselves. That way the simulated users only need to wait for
indicators from the stack layer and can leave the responsibility of receiving the requests from the
interface system users and the execution of those to someone else. Since it is far more difficult for a
simulated user to wait for messages from two sources that from one, this “cheat” can be of great help.

3.4.2.3 A stack layer connector example
We have used our model to create an interface system towards the TCAP-layer of the Ericsson
Infotech SS7 stack (presented in section 2.7.1). We will here give a description of the system in terms
of what have been discussed above.

Communication with the TCAP layer is performed through a functional API, both for requests and
indicators. The layer handles multiple users where each user has an identity (ID) that is used in the
service protocol and is included in all requests and indicators. The actual connections (the links) to
the layer are accomplished using sockets. That is, each user can have its own socket to receive its
indicators through, all users can use the same socket, or some users can have their own sockets
whereas others have to share theirs. Since there can only be one identity type for dispatching messages
in our interface system there are two possible implementations of the stack layer connector:
 
1. Let the sockets be the dispatching identity. If every user has its own socket this is the most

straightforward solution. If not, it is the responsibility of the users who share the same socket to
make sure that the indicators end up at the right user, i.e. the users will have to implement their
own dispatcher.

2. Let the IDs be the dispatching identity. If users share sockets, this means that the stack layer
connector has to unpack all indicator messages to get hold of the dispatching identity. This
solution implies that the stack layer connector has to have knowledge about the contents of the
indicator messages and that the automatic code generation might be difficult to use. If, on the
other hand, every user has its own socket, then unpacking indicators is not necessary and
alternative 1 is better.

It is decided what sockets to use once and for all before the stack is started, whereas which users that
will use which sockets is decided when the users introduce themselves to the layer by saying ”I am
user X and I use link (socket) Y”.

The main part of the stack layer connector that is to be created for this consists of the function
SLC_handleIndicator(...). It receives the request messages sent from the interface system users
and uses the function created by the code-generator to convert these into function calls. Either into
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request function calls in the layer API or into function calls that perform interface system
management, i.e. creating and destroying simulated users according to how the interface system users
registers or deregisters at the dispatcher.

The creation of a simulated user that uses a new socket (one that is not yet used) also involves starting
a new thread whose job is to wait for incoming indicators from the layer. Since each user has its own
link, alternative 1 (above) is used for the dispatching identity, that is a link is a socket and the thread
waiting at its end. All indicators received by that thread are passed to the dispatcher using call back
functions created by a code generator.

The stack layer connector for the TCAP-layer of the Ericsson Infotech SS7 stack is illustrated in
Figure 20.

Figure 20: Stack layer connector for a system in which each user has its own socket

3.4.3 A user application example
We will now present an example of how a TCAP user application in Erlang may interface the service
provider using our interface system. It is not necessary to be familiar with the particular protocol to
understand the example. We will assume that a manager and a stack layer connector have been
implemented. For simplicity, we also assume that no exceptional events need to be handled.

Firstly, there are some Erlang constant definitions whose values are (apart from their ordinary usage)
used for registering at the interface system.

-define(SSN, 8).
-define(SENDER, 29).

The SSN value is the applications protocol identity at the TCAP-Layer, whereas the SENDER value
identifies the link (which in this case represents a socket) through which the application is connected
to the TCAP layer. These constants are also defined in various configuration files used by the stack.
We also need some other protocol specific constants (they do not affect the interface system).

-define(BLUE_USER, 1).
-define(MY_SPC, 39884455).
-define(TCAP_LAST_COMP, 1).
-define(BIND_OK, 0).
-define(USER_AVAILABLE, 0).
-define(OP_CLASS_1, 0).
-define(GLOBAL_OP_TAG, 6).
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-define(PRI_HIGH_0, 0).
-define(TCAP_QOS_NOT_USED, 0).
-define(TCAP_BASIC_END, 0).
-define(NULL, 0).
-define(ADDR_LENGTH, 12).
-define(LOCAL_ADDR, list_to_binary([17, 42, 66, ...])).
-define(PEER_ADDR, list_to_binary([18, 43, 67, ...])).

%%% The example start function

example() ->

%% The application registers at the interface system:

TCAP = remote_user:register(node(), StackLayer, StackId, self(),{?SSN, ?SENDER}),

%% The reason why the identity has to consist of both SSN and SENDER when registering at
%% the interface system is that the manager has to know both the user identity and the
%% identity of the link it should create.

%% After that the application can register at the stack:

TCAP ! {‘T_BIND_req’, [?SSN, ?SENDER, ?BLUE_USER]}
receive
    {‘T_BIND_conf’, [?SSN, ?BIND_OK]} ->
        successful_registration
end,
receive
    {‘T_STATE_ind, [?SSN, ?USER_AVAILABLE, _AffSSN, _AffSPC, ?MY_SPC]} ->
        ok
end,

start_dialogue(TCAP),
wait_for_dialogues(TCAP),

TCAP ! {‘T_UNBIND_req’, [?SSN]},

remote_user:deregister(node(), StackLayer, StackId, self(), {?SSN, ?SENDER}).

%%% As a registered stack-layer user the application starts with beginning a (short)
%%% dialogue with another TCAP-user somewhere:

start_dialogue(TCAP) ->

   Msg = list_to_binary(“Hej”)).

%% Build the operation.

TCAP ! {‘T_INVOKE_req, [?SSN, 1, 1, ?LINKED_ID_NOT_USED, 0, ?OP_CLASS_1, 3200,
 ?GLOBAL_OP_TAG, length(Msg), Msg, 0, ?NULL]},

%% Send the operation (and start the dialogue).

TCAP ! {‘T_BEGIN_req’, [?SSN, 1, ?PRI_HIGH_0, ?TCAP_QOS_NOT_USED, ?ADDR_LENGTH,
 ?PEER_ADDR, ?ADDR_LENGTH, ?LOCAL_ADDR, 0, ?NULL, 0, ?NULL]},

%% The peer ends the dialogue.

receive
    {‘T_END_ind’, [?SSN, 1, _, _, _, _, _, _, _]} ->
        peer_ends_dialogue
end,

%% The result of the operation is received from the peer

receive
    {‘T_RESULT_L_ind’, [?SSN, 1, 1, _, _, OpResultLength, OpResult, _, _]} ->
        result_of_invoked_operation
end.

%%% After that it waits for incoming dialogues:

wait_for_dialogues(TCAP) ->
receive
    {‘T_BEGIN_ind’, [?SSN, DialogueId, _, _, _, _, ?ADDR_LENGTH, PeerAddr, _, 0,

?NULL, 0, ?NULL]} ->
        communicate_in_dialogue(DialogueId, PeerAddr, TCAP),
        wait_for_dialogues(TCAP);
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    _ ->
        do_something
end.

communicate_in_dialogue(DialogueId, PeerAddr, TCAP) ->
receive
    {‘T_INVOKE_ind’, [?SSN, DialogueId, InvokeId |ArgList]} ->

        case act_upon_operation([DialogueId, InvokeId |ArgList]) of

    {quit, Msg} ->

     %% End the dialogue.

     TCAP ! {‘T_RESULT_L_req’, [?SSN, DialogueId, InvokeId, 0, length(Msg),
Msg, 0, ?NULL]},

     TCAP ! {‘T_END_req’, [?SSN, DialogueId, ?PRI_HIGH_0, ?TCAP_QOS_NOT_USED,
 ?TCAP_BASIC_END, 0, ?NULL, 0, ?NULL]};

  {continue, Msg} ->

%% Continue the dialogue.

TCAP ! {‘T_RESULT_NL_req’, [?SSN, DialogueId, InvokeId, 0,
length(Msg), Msg, 0, ?NULL]},

     TCAP ! {‘T_CONTINUE_req’, [?SSN, DialogueId, ?PRI_HIGH_0,
   ?TCAP_QOS_NOT_USED, 0, ?NULL, 0, ?NULL, 0,

   ?NULL]},
     communicate_in_dialogue(DialogueId, PeerAddr, TCAP)

      end;

_ ->
      do_something
end.

act_upon_operation(Operation) ->

%% Perform the received operation, create a message to return and
%% decide if the dialogue should continue or not.

...

3.5 Code generation
We will here give a brief description of a code generator tool. A thorough description with a user
guide and examples is not included - an overview is sufficient in this paper. The code generator is not
a part of our general model, but is supplied as help for implementing stack layer connectors for stack
layers with APIs in C.

The idea behind the code generation is that implementing a stack layer connector normally means
implementing a huge switch statement that maps all the request messages sent from the interface
system users into function calls in the API. It also means coding every indicator function specified in
the API in the shape of a call-back function that creates an indicator message to send to an interface
system user. If the API is large this will certainly be a time consuming and error prone task. The code
generator was developed to do this work automatically.

Figure 21: The code generator

The code generator generates the code mentioned above using the input information it collects from a
definition file. A definition file is basically a usual C header file, but with some extra information
added. There are mainly two kinds of extra information. The first is a tag for each function telling
whether it is an indicator or a request. The second is type conversion information, which is required
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since the generated code shall also be able to convert data between normal C data types and the Erlang
external format. It is represented as a table stating which Erlang data-type corresponds to which C
data-type being used.

Given a definitions file, the generator will create a function that takes the term {FunctionName,
[Arg1, Arg2, ..., ArgN]} (in the Erlang external format) and calls the API request function
'FunctionName(Arg1, Arg2, ..., ArgN)' (if it was specified in the definitions file). The
function returns the value returned from the API request call (also in external format).

It also generates code for each indicator call-back function in the API. Such a function sends the
message {<indicator name>, [<function arg1>, <arg2>, ..., <argN>]} to an
interface system user.

3.6 Methods for crash recovery
No mechanisms for system crash recovery have been implemented in the prototype as of now except
for the handling of users that terminate. The implementation of the stack interface system follows the
proposed model in which a well-defined control structure has been described. This control structure
(i.e. supervision, process links, etc.) provides the base for all kinds of local crash recovery solutions.
(By local crash recovery we mean fault tolerance in one stack interface system that runs on one
machine). The prototype is consequently open, and in some cases also prepared, for local recovery
operations. See the detailed discussion in section 2.4 for more information.

An example of a local crash is if the manager process terminates unexpectedly due to a software error.
A possible recovery scenario: The supervisor and the dispatchers will detect the crash and the
supervisor will attempt to restart the manager. If the restart succeeds the dispatchers will be notified
so that they may update their states and resume traffic. The manager will itself be responsible for
doing possible data recovery during restart.

As implied above, crash recovery for a stack interface system may have to be implemented on different
levels. Having a local control strategy together with persistent dispatching (and possibly management)
data, which would serve as a base for local recovery operations, may not be sufficient. Consider a
distributed system in which the computer that hosts the stack interface system crashes. For many
applications, especially in the world of telecommunication, this is an event that the system has to
recover from without data loss or major delays. Examples of required mechanisms for recovery on this
level are data redundancy, distributed subsystem supervision and control as well as a high-level error
detection (and/or correction) communication protocol. A robust and fault tolerant stack interface
system should really be prepared for recovery operations on any level so that it may be configured to
run in any environment.

We have throughout the work on this thesis tried to focus on the general use of a stack interface.
When it comes to crash recovery, it is quite hard to come up with a design and implementation that
can meet any general requirements. Of course it is possible to implement fault tolerance on different
levels, as mentioned above, but what if the system should be integrated with some other application,
as discussed in 2.8? What should then e.g. the system recovery API look like? The solution is rather to
have these applications, together with the stack interface system component, comply with some
general model for how to develop distributed, fault tolerant software. As described in 1.2.6, OTP is a
model for this, especially suitable for Erlang applications. We will therefore discuss some general
OTP mechanisms to point out interesting aspects of how our interface system is and can be
implemented to comply with a higher order control system.

3.6.1 Making an OTP compliant stack interface system
A software system based on OTP consists of one or more applications. Each application has a control
structure in the form of a supervision tree, implemented as a hierarchy of supervisor processes. Each
supervisor is created using a generic pattern (a so-called supervisor behaviour) and will in runtime be
responsible for the supervision of one or more child processes. A child process can be a so-called
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worker process or another supervisor. (Not surprisingly it is the worker processes that actually “do the
job”, while as the supervisors only implement the control strategies).

The processes executing in an OTP application may well be distributed on different nodes (Erlang
runtime systems) as well as on different machines in a network. (The processes may also execute code
written in other languages than Erlang, running on top of the OS and communicating with the
supervisors through ports). It is the configuration of the supervisors that determine the crash recovery
scheme. A supervisor can for example be configured to attempt restart of some worker processes on a
local node if they should terminate abnormally. If it fails to restart the processes it could terminate and
leave it up to the supervisor on the level above to try to start this part of the system up on another
node. If this supervisor also fails (or can not execute at all because the local machine has gone down)
the supervisor on the next level above may try to start the subsystem up on a node on a different
machine in the network. This is what we mean by “distributed subsystem supervision and control” in
the section above.

The supervisor in our stack interface system could quite easily be fitted into an OTP supervision tree.
This supervisor would be configured to do supervision and crash recovery locally where the other
processes in the stack interface system would be the worker processes. As in the example above, a
supervisor on a higher level could take care of more serious crashes by taking advantage of the
distributed environment (if there is one). Note that this system would (or could) still use the basic
control structure of the interface system components that has been proposed in this thesis.

As mentioned above, another mechanism needed to perform crash recovery is data redundancy and
persistence. This could also quite easily be implemented in the stack interface system of today. The
distributed real-time database Mnesia [20], integrated in OTP, offers persistent storage, data
replication and atomic transactions. Processes in the stack interface system that carry important data,
like dispatching tables and process states, could use Mnesia to save this information. Mnesia would
replicate the data on other nodes, possibly standby-nodes, in the network. If the stack layer connector
needs to be able to recover its state after a crash, it could also use Mnesia continuously for storing its
data. It could access Mnesia indirectly through the manager (on the Erlang side of the port) or use a
Mnesia Corba/IDL interface for direct access. What could be an issue when using Mnesia for interface
system data replication (or any other database solution, for that matter), is efficiency. The tables for
the dispatchers need to be replicated continuously, but perhaps the state of each stack layer channel
(i.e. the state of each process in the channel) should only be stored every once in a while when the
channel is in a recognised stable state. (Mnesia offers a so-called checkpoint operation for such
purposes).

3.7 Flaws, restrictions and improvements
The stack interface system prototype has quite a few flaws and restrictions. Most of the problems that
we know of, we have already pointed out in the sections describing the different components and in
the section dealing with crash recovery above. We may proudly certify that there are no apparent
faults in the implementation that actually result from problems with the interface system model itself.
There is always room for improvement, especially when it comes to issues of efficiency. We will here
give a few examples of implemented parts that have - or may have - something left to wish for.

We have decided to have exactly one Erlang-C port assigned to each stack layer channel. The main
motivation is that it makes the port handling easier on both the Erlang and the C side of the system
compared to having a scaleable port handling functionality. We also believe that we will not gain
much speed using a scaleable port solution even during sessions with heavy traffic since the port
communication overhead itself is quite expensive (especially the OS context switch), see section 2.9
for more information. It is very likely to believe that the port will be a major bottleneck in our system
during sessions of heavy traffic. A way to overcome this problem, or to at least make it less critical,
would be to reduce the number of OS context switches during these sessions. This could perhaps be
accomplished by allowing for tailoring of the sizes of the port-buffers or of the size of the messages by
packing many small messages into one before sending the data over the port. The overhead of doing
the packing/unpacking should hopefully only take a fraction of the time of an OS context switch.
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Another, more risky, approach is of course to (as also described in 2.9) use a linked-in driver for the
port communication.

If any, or both, of these solutions should turn out to be efficient enough, then it is quite possible that
we will find another bottleneck in the stack layer channel - the dispatcher. All traffic goes through the
dispatcher and for a user request, the dispatcher will lookup a stack layer link identity in a table and,
for an indicator or return value, the user PID. It might turn out that these lookup times are critical to
the overall performance of the system during heavy load. In the prototype today, there is one hash
table used for both the mapping from stack layer link identities to the user PIDs as well the other way
around. Consequently, the lookup operation will only be truly efficient for either the requests or the
indicators and return values, depending on what type of data is used as the key. (In the current
implementation the link identity is used as the key). For more efficient lookup operations, the
dispatcher should maintain two hash tables, one for each type of key. This will of course also raise
questions regarding trade-off between memory usage and performance.

The overhead introduced by the intermediary processes could be removed by supplying an additional
function for users registering at the interface system that differs from the existing functions in that it
explicitly creates a link between the user process and the dispatcher (e.g
remote_user:register_link(...)).

If the dispatcher would still be the one true bottleneck in the stack layer channel even after optimising
access of dispatching information, then perhaps a scaleable implementation making load sharing over
multiple dispatchers per channel should be considered. If the system will have to run with a heavy
load on more than one stack layer channel, then perhaps the host machine itself will turn out to be the
major bottleneck, not the dispatchers. Making traffic load sharing possible by running different
interface channels (or different parts of the channels) on different host machines is possible, but could
be very hard to implement efficiently.

The port handler is currently a process that receives all messages sent from the dispatcher. This makes
it impossible to create a single stack layer connector process that can receive messages from both the
dispatcher and the stack at the same time. In order to allow this construction we can reduce the port
handler into a function library. This would mean that the process that receives messages from the
dispatcher would have to be created in the stack layer connector and that the port handler would
contain only the knowledge about the protocol used over the port.
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4. Related Work
In this chapter we present a few other systems with architecture and/or functionality related to issues
we have discussed in this paper. They do all in some way use protocols for network communication
between user entities on an application level. We will explain the interfacing approaches of these
systems and illustrate how dispatching mechanisms and user interfaces have been accomplished.

4.1 The Erlang Test Port for TTCN

4.1.1 Overview
The Erlang Test Port is used for testing Erlang code from a TTCN script execution environment, SCS
(Software Certification System). TTCN (Tree and Tabular Combined Notation), [2], is a generic
standardised notation for automated protocol testing on external as well as internal interfaces of an
SUT (system under test). The SCS executes test suites towards the SUT via adapters, called test ports.
In TTCN the test port is represented by a PCO (Point of Control and Observation). All
communication to and from the PCOs is specified by ASPs (Abstract Service Primitives). Practically,
the data of the ASPs are sent and received as ASN.1 PDUs (Protocol Data Units).

A TTCN environment is useful for different forms of testing, especially conformance testing of large
systems. Since SCS can offer multiple types and instances of test ports, it is possible for the user to
send stimuli through many different interfaces and hence accomplish all kinds of tests.

Figure 22: TTCN and Erlang Test Port overview

The Erlang Test Port implements an adapter between SCS and the Erlang runtime system (ERTS).
“The user can (a) call external functions in any Erlang module and inspect the return values of those
functions, (b) implement stub code for functions in TTCN, and (c) send and receive messages to
Erlang processes”, [31].

4.1.2 Details of interest
In section 2.3.2.2 we discussed how the Erlang Test Port handles return values from interface function
calls to the SUT. There are a few other details of the test port design and implementation that are also
interesting to take a closer look at.
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4.1.2.1 Architecture of the Erlang Test Port
The Erlang Test Port system has an OS process with a socket connection to the generic TTCN server.
This process communicates with a server process on the Erlang platform using the standard interface
for distributed Erlang node communication. The OS process uses a set of adaptation rules to convert
the ASN.1 PDUs from the TTCN test suite to valid Erlang messages. The Erlang server process either
converts these messages into function calls or sends them on to the Erlang IUT (item under test) using
normal Erlang message passing. Stub code called from the IUT is analogously converted into
messages that are passed on to the external process, which converts the data into valid ASN.1 PDUs
and forwards these to the TTCN server.

Figure 23: Basic architecture of the Erlang Test Port

4.1.2.2 Test suite generator
With the Erlang Test Port comes a program for generating TTCN PCOs and ASPs automatically. This
program reads an Erlang program or an interface declaration and creates an initial test suite or
updates an existing one. Hence, there is no need to change the test system (Figure 22) or the SUT if a
new module (a new IUT) is to be included in the test. The user only needs to run the generator on the
new module.

4.1.2.3 Data types
TTCN is a strictly typed language. There are three different ways for a user of the Erlang Test Port to
handle data types in the test suites:

1. The user does not specify the data types explicitly but uses a general ErlangTerm ASP. This ASP
is specified to be of ASN.1 CHOICE type. The CHOICE type is similar to the Any type in IDL. It
can be used for declaring data of unspecified type, which is to be sent over the ASN.1 protocol.

2. The user defines specific function and message ASPs and lets the Erlang Test Port deduce the
data types in runtime. This analysis will not succeed for all data types, which means the user will
most of the time have to combine this method with the one described in (1), anyway.

3. The user declares the Erlang types explicitly and lets the test suite generator perform the Erlang
to TTCN type mapping.
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4.2 GPRS

4.2.1 Overview
GPRS (General Packet Radio Services), [5] and [6], is a standardised packet switched data service for
GSM based systems. The service provides e.g. efficient use of scarce radio resources, fast set-up/access
time and connectivity to other data networks like IP and X.25. The architecture utilises existing GSM
nodes and adds new ones for the handling of packet switching and interworking with existing packet
data networks. Two of the new nodes are:

• SGSN, Serving GPRS Support Node,
• GGSN, Gateway GPRS Support Node,

GPRS offers a logical channel for packet transmission between GGSN and the subscriber (the user)
via the SGSN serving the geographical area where the subscriber is currently located. The nodes are
interconnected via a backbone IP network. The SGSN uses quite a few different protocols for
communication towards the GGSN, the BSC (Base Station Controller), the HLR (Home Location
Register) and the MSC (Mobile Switching Centre). The GGSN uses protocols for communication
towards the SGSN and the external IP and X.25 networks.

In the Ericsson GPRS system, the controlling applications on both the SGSN and the GGSN are
implemented in Erlang, using OTP, and the nodes are based on the same layered architecture. This
architecture deals with many interesting issues such as protocol stack layer interfacing, message
dispatching and robustness. We will give a short overview of the architecture and then discuss a few
aspects of the system in more detail.

4.2.2 Architecture of the SGSN/GGSN node

Figure 24: SGSN/GGSN architecture

The NOC layer provides many different kinds of services for the TC layer. These include among other
things broker functionality (by means of internal dispatching and CORBA support), resource control,
distribution, redundancy and load balancing. The implementation of the services is hidden from the
TC layer. The protocol stack layers that NOC is connected to are all handled as separate resources
(devices). NOC interfaces these devices by means of device drivers. Each driver is device type specific,
but provides an interface for NOC, specified by NOC, that is common for all drivers, see Figure 25.
For more info about the protocols used for the GPRS service, see [5].
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Figure 25: NOC protocol stack interface in SGSN

The NOC middleware system handles all its tasks generically. Hence, it is possible for any type of
traffic control application to use its services with any types of resources. This has motivated Ericsson
to also use NOC as middleware for other similar services. As a separate product, NOC goes under the
name of Capella, [29].

4.2.3 Details of interest

4.2.3.1 Broker functionality and user interfaces
NOC defines a connection as follows:

• A set of associated TC and RD objects including supporting NOC layer objects for one context in
the user application.

• Uniquely identified by a connection identity, CID.
• Private address space for object communication.
• All resources used by a connection are associated with the CID.

The CID is an internal dispatching identity, which is allocated by NOC as the connection is set-up.
Communication messages within a connection (normally between TC users and protocol stack layers)
are tagged with the CID.

NOC is a distributed system and it uses a CORBA compliant approach to user interfaces and internal
communication. The TC and RD objects provide strictly typed IDL interfaces for each other. These
interfaces are compiled into Erlang stub code (calls and casts, see 2.3.2.2). It is specified in the
interface which broker mechanism should handle the message passing, NOC or the Orber.

A NOC driver and an RD device communicate over a basic Erlang port. The same interface approach
(as explained above) is used. The broker mechanism is in this case the Erl_Interface component
provided by OTP for Erlang-C communication.
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4.2.3.2 Recovery and redundancy
Ericsson GPRS uses the OTP runtime control structure as the underlying mechanism for robustness
and reliability. NOC defines the recovery and redundancy strategies for the complete distributed user
application. It implements an abstraction on top of OTP to provide this functionality. Here are
examples of some of the features:

• N+M redundancy (a set of computing boards are pointed out as standby for active ones).
• Data is replicated on standby boards.
• Several restart levels are defined to recover from different types of failures, depending on impact

and severity.

4.3 CORBA

4.3.1 Overview
The standardisation organisation OMG (Object Management Group) has created a standard called the
Object Management Architecture (OMA), which defines various facilities for distributed object
oriented computing. The core of the OMA is the Object Request Broker (ORB), a mechanism that
provides transparency of object location, activation and communication, [12]. OMG has also
published a concrete specification based on OMA, called the Common Object Request Broker
Architecture (CORBA). The major components of CORBA are:

• The ORB
• Interface Definition Language (IDL)
• Dynamic Invocation Interface (DII)
• Interface Repository (IR)
• Object Adapter (OA)

One important aim of CORBA is to make it possible to communicate encapsulated objects between
processes in a distributed environment. Furthermore, the programming interface should not only be
system- but also language-independent.

4.3.1.1 The ORB
The purpose of the ORB is to deliver requests to server objects and return any output values back to
the clients. The implementation of this middleman behaviour is completely transparent to the client
and so is the location of the server object. The client addresses the server using a server object
reference. This is the identity of the server object, which allows the ORB to locate and forward
requests to it. A client can issue requests by means of two different types of invocations:

• static, via client stubs, and
• dynamic, via the DII (see below).

The ORB is language-specific. Different vendors, typically members of the OMG, develop CORBA
compliant ORBs (and IDL compilers, see below) for different languages and platforms.

4.3.1.2 IDL
IDL is an OO description language used in CORBA to specify the services provided by a server object.
The interface is actually a data type in itself, which is used as the object reference by the ORB. The
language is strictly typed and has a syntax that very much resembles C++. The IDL interfaces may be
compiled into client stub- and/or server skeleton-code for static invocations of the particular ORB.

4.3.1.3 DII, IR and OA
The DII is a generic client-side stub capable of forwarding any request to any object. It is quite
inefficient to use compared to performing static invocations. The primary function of the IR is to
provide the type information necessary to issue requests using the DII, [12].
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The OA makes it possible to integrate any system component with CORBA, which is especially useful
for software that has not originally been implemented to comply with CORBA. Depending on the
functionality of the server object and the ORB, the OA decides whether actions such as object
reference generation and object method invocation should be handled by the OA or be delegated to the
ORB.

4.4 WinSock
The information in this section is completely based on [10]. Please refer to this text for more
information about WinSock and supported service providers.

4.4.1 Overview
WinSock version 1.1 has been a standard TCP/IP interface for Windows user applications since 1993.
WinSock was originally limited to only support TCP/IP protocol suites, but with version 2 of WinSock
(WinSock2), interfaces to ATM, IPX/SPX and DECnet protocols are also supported. These protocol
stacks may coexist simultaneously.

The architecture of WinSock 1.1 was based on a single Windows DLL (Dynamic Link Library) file
that “talked” to the underlying protocol stack via a proprietary programming interface. In WinSock2,
the DLL communicates with the underlying service providers (the protocol stack layers) using a
standardised interface called SPI (Service Provider Interface). The DLL is capable of multiplexing
between multiple service providers simultaneously. The same DLL provides interfaces for both
WinSock2 user applications and for the WinSock 1.1 DLLs (which makes the new architecture
backwards compatible), see Figure 26.

Figure 26: The WinSock2 architecture

4.4.2 Details of interest
WinSock2 provides a feature called Transport Protocol Independence. This feature allows a
WinSock2 application to transparently select a protocol based on its service needs. Theoretically, this
means that the application can be made network protocol independent.

WinSock2 offers Quality of Service, which makes it possible to negotiate and control the bandwidth
per socket. Two other interesting features are Socket Sharing and Layered Service Providers. The
former allows two or more processes to share a socket handle. The latter provides the ability to add
services to already existing transport providers.
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The main protocol specification of WinSock2 is protocol-independent. However, it also includes a
number of protocol-specific extensions.
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